IEICE TRANS. FUNDAMENTALS, VOL.E104-A, NO.9 SEPTEMBER 2021

1219

| PAPER Special Section on Discrete Mathematics and Its Applications

A Compact Digital Signature Scheme Based on the Module-LWR

Problem***

Hiroki OKADA ™, Member, Atsushi TAKAYASU'™***, Nonmember, Kazuhide FUKUSHIMA,

SUMMARY  We propose a new lattice-based digital signature scheme
MLWRSign by modifying Dilithium, which is one of the second-round
candidates of NIST’s call for post-quantum cryptographic standards. To the
best of our knowledge, our scheme MLWRSign is the first signature scheme
whose security is based on the (module) learning with rounding (LWR)
problem. Due to the simplicity of the LWR, the secret key size is reduced by
approximately 30% in our scheme compared to Dilithium, while achieving
the same level of security. Moreover, we implemented MLWRSign and
observed that the running time of our scheme is comparable to that of
Dilithium.
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1. Introduction

Lattice-based cryptography is believed to be a promising
candidate for the NIST’s call for post-quantum crypto-
graphic (PQC) standards [2]. In the second round of
the NIST PQC [3], for key encapsulation mechanisms
(KEM), the lattice-based schemes proposed are the schemes
based on the learning with errors (LWE) problem [4], e.g.
FrodeKEM [5], NewHope [6], CRYSTALS-Kyber [7], the
learning with rounding (LWR)-based schemes Round5 [8]
and SABER [9], and NTRU-based schemes [10], [11].
For digital signatures, LWE-based schemes ¢gTESLA [12],
CRYSTALS-Dilithium [13]-[15], and the NTRU-based
scheme FALCON [16] are the only lattice-based schemes.
In July 2020, the third-round finalists of the NIST PQC
were announced [17]. The finalists for KEM were
CRYSTALS-Kyber, SABER, NTRU [11], and Classic
McEliece [18]. The finalists for digital signatures are
CRYSTALS-Dilithium, FALCON, and Rainbow [19]. NIST
mentions in [17] that NIST should standardize Classic
McEliece and Rainbow for special-purpose use, since the
schemes offers very small ciphertexts or signature at the
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expense of very large public keys. The rest of the
finalists, CRYSTALS-Kyber, SABER, NTRU, CRYSTALS-
Dilithium, and FALCON are all lattice-based schemes. It is
also mentioned that NIST intends to select (at most) one
lattice-based schemes for the standard for each of general-
purpose KEM and digital signature. Here, note that no
LWR-based scheme is proposed for signature in the NIST
PQC, and moreover, no LWR-based signature scheme has
been proposed to date.

Banerjee et al. [20] introduced the LWR problem,
which is a variant of LWE where the random errors are
replaced by a deterministic rounding function. Bogdanov
et al. [21] showed that there exists a reduction from
search Ring-LWE (RLWE) to search Ring-LWR (RLWR).
Following the work, Chen et al. [22] introduced a
computational RLWR (CRLWR) problem, which is a
counterpart of the computational Diffie-Hellman problem,
and showed a reduction from decisional RLWE to CRLWR.
This paper also showed that the KEM scheme based on
Module-LWR (MLWR), to which RLWR can be viewed as
a special case, Saber and the RLWR-based scheme Round5
are secure under the CRLWR assumption.

The RLWR-based KEM scheme, namely, the third-
round finalist Saber, is among the most promising
candidates for the NIST PQC standards due to the
efficiency resulting from the simplicity of the RLWR
problem. The RLWE-based KEM schemes require sampling
noise from discrete Gaussian distributions, resulting in
higher bandwidth. In contrast, RLWR-based KEM
schemes naturally reduce bandwidth, avoiding additional
randomness for the noise, since the (R)LWR problem
generates noise through rounding of some least significant
bits. RLWR schemes are usually designed with power-of-
two moduli, and due to this, the rounding operation can be
simply performed with a bit-shift operation. Furthermore,
Beirendonck et al. [23] presented an efficient side-channel
resistant masked implementation of Saber by leveraging
the characteristic of the (R)LWR: power-of-two moduli,
and limited noise sampling. While Oder et al. [24]
presented a masked implementation of a complete chosen
ciphertext attack (CCA) secure RLWE decapsulation similar
to NewHope KEM [6] with a factor 5.7x overhead
over an unmasked implementation, Saber’s CCA-secure
decapsulation algorithm [23] has an overhead factor of only
2.5x over the unmasked implementation.

The Module-LWE (MLWE)-based signature scheme
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CRYSTALS-Dilithium [13]-[15] (hereinafter, referred to as
Dilithium) is also among the most promising candidates due
to its efficiency, especially on its public key size. Dilithium
decreases the size of the public key by separating the
high/low order bits of the element of the LWE sample. The
high part is included in the public key and the low part is
included in the secret key. This technique is conceptually
similar to the construction of the LWR-based KEM schemes.
In the LWR, the low order bits are rounded off to be the
deterministic noise (corresponds to a part of the secret
key), and the high order bits are the LWR sample, which
corresponds to the public key.

Our contributions. In this paper, we propose an MLWR-
based digital signature scheme MLWRSign by modifying
Dilithium. To the best of our knowledge, our scheme is
the first digital signature scheme based on the (ring variants
of) LWR problem. We modify Dilithium to be a MLWR-
based scheme, aiming to obtain the best of both worlds of
the LWR-based KEM schemes and Dilithium. As a result,
the size of the secret key in our scheme is reduced by
approximately 30%, compared to Dilithium. We present
detailed analytical results on the probability of the rejection
sampling during the signing procedure of our scheme, and
show that the expected number of rejections is at the same
level as Dilithium. This analysis is applicable to Dilithium,
and it would be helpful for optimizing parameters of the
scheme.

We efficiently implement MLWRSign and the results
show that the running time of our scheme is comparable
to Dilithium. Following the LWR-based KEM schemes
such as Round5 and Saber, we also use all moduli of the
powers of 2 in our scheme. Due to this setting, the bit
decomposing technique in our scheme becomes simpler and
more efficient. As discussed in [9], when the moduli are
powers of 2, (negligibly small) exceptional biased sets exist
for the secret key: If all coefficients of the polynomials in
a secret vector are divisible by a high power of 2, then
the same property will hold for the linear combination
of them. However, since all the coeflicients of a secret
vector are small enough (< 2°) in our parameters, our
scheme can disregard the case. Although the number
theoretic transform (NTT) cannot be used to speed up
polynomial multiplication in our setting of the moduli,
this disadvantage can be mitigated with Toom-Cook and
Karatsuba polynomial multiplication. We implement our
scheme using the Toom-Cook and Karatsuba, and the results
show that the running time of our scheme is comparable to
that of the reference implementation of Dilithium that uses
NTT for polynomial multiplication.

This paper is the full version of the paper [1]. We
have three main additional technical contributions over
the preliminary version. First, we provide a full proof
for the tight security reduction for MLWRSign in the
Quantum random-oracle model (QROM) from the MLWR
problem and another non-interactive assumption, based on
the framework give in [15]. Second, we present the
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additional parameter sets that 192- and 256-bits security,
while neither the preliminary version [1] nor the Dilithium
[13]-[15] provides the corresponding parameter sets. Third,
we give an optimized implementation of MLWRSign for
CPUs that supports the AVX?2 instruction set, and the results
show that CPU cycles of AVX2 optimized versions of
MLWRSign achieves 1.41x-1.80x speed-ups.

Organizations. We refer to the definition of QROM,
canonical identification scheme, signature scheme, and the
Fiat-Shamir transformation in Sect. 2. In Sect. 3, we
propose our identification scheme ID, and we construct
the our signature scheme MLWRSign in Sect. 4 by using
Fiat-Shamir transformation on ID. In Sect. 5 we provide a
full proof for the tight security reduction for MLWRSign
in the QROM from the MLWR problem and another
non-interactive assumption. We implement MLWRSign
and provide a comparison with other signature schemes
proposed to NIST PQC in Sect. 6.

2. Preliminary
2.1 Notations

We write the rings R = Z[X]/(X" + 1) and R, = Z,[X]/(X" +
1), where g and n are integers, and the value of n is always
256 throughout this paper. We denote elements in R or R,
(which includes elements in Z and Z,) in regular font letters,
and bold lower-case letters represent column vectors whose
elements are in R or R,. All vectors will be column vectors
by default. Bold upper-case letters are matrices. For a vector
v, we denote its transpose by v'.

For an even (resp. odd) positive integer @, we define
r = rmod* @ to be the unique element # in the range
-5 <1 < g (resp. _0174 <r < %) such that ¥ =
rmod a. For an element u € Z,, let |jull = |u mod* g|.
We define the ¢, and ¢, norms for a polynomial w =
Sl wiXt € Ras |[wlle 1= max ||wll = maxw; mod* g| and

L L

lwll == Vllwol2 + - - - + llwa_1 |2, respectively. Similarly,

for a vector v = (v, ...,0—1) € R, we define |[|V]je :=

max [[vlleo and [Vl := llvoll? + - + [lx—1|>.  We define
1

Sy = {w € R||lwllw < n}. Let By, be the set of elements of R
whose h coefficients are either —1 or 1 and the rest are 0. By
Hw(w) we denote the # of non-zero coefficients in w € R¥
for k > 0.

We denote rounding to the nearest integer by [-], and
we extend it to polynomials and matrices coeflicient-wise.
The Boolean operator [statement] outputs 1 if the statement

is true, and O otherwise. We denote by a i A the process
of drawing an element a from a set A uniformly at random.

Let A be an algorithm. Unless otherwise stated, we
assume all algorithms to be probabilistic. We denote by y «
A(x) probabilistic computation of the algorithm A on input
x, where the output is stored as y. A(x) = y denotes the
event that A on input x returns y. With fixed randomness,
we can run any probabilistic A deterministically. We write
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y := A(x;r) to indicate that A is run on input x with a fixed
randomness r.

We follow [25] to use code-based games. We implicitly
assume that values of boolean flags, numerical types, sets,
and strings are initialized to be false, 0, @, and the empty
string €, respectively. We make the convention that a
procedure terminates once it returned an output. We write
the event that an algorithm A return 1 for a game GAME by
GAME" = 1.

2.2 Quantum Computation

Quantum states. The state of a qubit |¢) is described by a
two-dimensional complex vector |¢) = «|0) + B|1) where
{|0, |1} form an orthonormal basis of C? and a, B € C with
la)> + |8* = 1 are the complex amplitudes of |¢). The qubit
|@) is called in superposition if 0 < |a| < 1. A classical bit
b € {0, 1} is naturally encoded as state |b) of a qubit.

The state of n qubits can be expressed by the linear
combination [y = 3 c0.1pn X |X) € C?" where {ax)xe(0,1)r 18
a set of 2" complex amplitudes such that 3’ .¢o.1y lag)? = 1.
The standard orthonormal or computational basis is given
by {|x)}xe(0,1)»- When the quantum state |) is measured on a
computational basis, the outcome is the classical string x €
{0, 1}* with probability |a,? and the quantum state collapses
to the observed |x).

The evolution of a quantum system in state |i/) can be
described by a linear transformation U : C** — C2'. The
transformations correspond to unitary matrices U € C>™*%'
and U has the property that UU' = 1, where U" is the
complex-conjugate transpose of U.

Quantum oracles and quantum adversaries. We follow
the standard approach of [26], [27] to execute the classical
oracle function O : {0,1}* — {0, 1} with a reversible
unitary transformation. Let x € {0,1}" and y € {0, 1}",
and we model the quantum access to O by Ug : |x)|y) —
[x) ly ® O(x)). Note that Ug is its own inverse, and also we
obtain UZ) = Up, and hence, UoUg = Ué = 1. Quantum
oracle adversaries A'© can access O in superposition by
applying Up. The quantum time that takes for applying Ugp
is linear in the time that takes to evaluate O classically. We
write A? to indicate that an oracle is quantum-accessible,
contrary to oracles that can only be accessed classically
denoted by A°.

Quantum random-oracle model. ~We consider security
games in the quantum random-oracle model (QROM)
[27] as their counterparts in the classical random-oracle
model [28], with the difference that we consider quantum
adversaries that are given quantum access to the random
oracles, and classical access to all other oracles such as
the signing oracle. Zhandry [29] proved that no quantum
algorithm A issuing at most Q quantum queries to |H),
can distinguish between a random function H : {0, 1}" —
{0, 1} and a 2Q-wise independent function f>p. Concretely,
we regard frp : {0,1}" — {0,1}" as a random polynomial
of degree 2Q over the finite field Fy:. The running time to
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evaluate f>p is linear in Q. Let an adversary B simulates
quantum adversary A™ which makes at most Q queries to
|[H), then the running time of B is Time(B) = Time(A) + ¢ -
Time(H), where Time(H) is the running time to simulate |H).
From this observation, B can use a 2Q-wise independent
function to simulate |[H) and we obtain that the running
time of B is Time(B) = Time(A) + Q - Time(f>¢), and the
time Time(f>p) to evaluate f>¢ is linear in Q. The second
term of this running time that is quadratic in Q can be
reduced to linear in Q in the QROM where B can simply
use another random oracle to simulate |H). Assuming that
the random oracle can be evaluated by one time unit, we
write Time(B) = Time(A) + Q ~ Time(A).

2.3 Problems

We define the MLWR problem, the Module-SIS (MSIS)
problem, and the SelfTargetMSIS problem, on which the
hardness and the security of our scheme MLWRSign is
based.

Definition 1 (MLWR,;,;p distribution). Let q, p, k, I be
positive integers such that g > p > 2. For a probability
distribution D : R, — {0,1}, choose a random matrix

$
A & R";XZ, and a vector s « D', and output (A, I'IE’ASJ).

Definition 2 (decision MLWR,, ;. ; p problem). Given a pair
(A, t) decide, with non-negligible advantage, whether it
came from the MUIWR,, ., p distribution or it was generated
uniformly at random from Rl;X[ X R/;,. The advantage of an
algorithm A in solving the decision MLWR,; p problem is

AdVIIT(A) =
[Pr[b=1]A « REt — RS b« AG, )
~Pr[p=1 ‘A — R s Db — A(A, [§Asj)]'.

We say MLWR is hard when the above advantage is
negligible for all (quantum) probabilistic polynomial-time
algorithms A.

Definition 3 (MSIS, ; problem). Given A & R, find
a vector'y = [ZT IHT]T € R’;" such that |lylle < ¢ and

[A | Ié- y = 0. The advantage of an algorithm A in solving

the MSISy ; ; problem is
I¥lleo < ZA A & Rox.
AdVMSIS(A) = Pr TR
kig A [A|Ik]'y:0 v — AA)

Definition 4 (SelfTargetMSISy, ;,,, problem). Ler H
{0, 1} — Bgo be a cryptographic hash function. Given a

random matrix [A | t] & RN find a message u and a
vector'y = [zT | c| uT]T € RHK such that |lylle < ¢ and
H (,u | [A | t] Ik]~ y) = c. The advantage of an algorithm A
in solving the SelfTargetMSISy; . , is

SelfTargetMSIS
AdVH,k,l+1,§ A)
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I¥lle < £ A
| et A [ t] & RosD,

H(ull|ATtIL]y) | Y AR (A)

Note that the SelfTargetMSIS problem is classically at least
as hard as MSIS [15]. There is a (non-tight) reduction in
the classical random-oracle model from the MSIS to the
SelfTargetMSIS problem. Let A and B be the adversaries
to the MSISy;; and SelfTargetMSIS,, ; ;. ., respectively. If
A only has classical access to H, then there is a reduction
based on the forking lemma [30], [31] to prove that

JAAVSS(A)/ 0y, where Qy is the
number of classical queries to H. This reduction is standard
and is implicit in the security proofs of digital signatures
based on the hardness of the SIS problem (cf. [13], [32]).
We refer the readers to [15] for the details.

AdVSeIfTargetMSIS(B) ~

2.4  Pseudorandom Functions

A pseudorandom function PRF is a mapping PRF : K X
{0,1)" — {0,1}, where K is a finite space for the key
and n and k are integers. To a quantum adversary A and
PRF we associate the advantage function AdvER:-(A) :=
[Pr[APRFE) = 11K « K] - Pr[ARF0 = 1]|, where RF :
{0,1)" — {0, 1}¥ is a perfect random function. Note that
while adversary A is a quantum adversary, it only has
classical access to the oracles PRF(K, -) and RF(-).

Extendable output function. We denote by Sam an
extendable output function, that is a function on bit strings
the output of which can be extended to arbitrary length.
We write y ~ § := Sam(x) when Sam takes x as the
input value and output y that is distributed according to
the distribution S (or uniformly distributed over a set §).
This procedure is deterministic: for a given x Sam will
always output the same y. For simplicity we assume that
distribution of the output of Sam is perfect, whereas Sam
can be regarded as the random oracles and the output of
which is statistically close to the perfect distribution. If K
is a secret key, then Sam(K || x) is a pseudorandom function
from {0, 1}* — {0, 1}*.

2.5 Identification Schemes

A canonical identification scheme ID is a three-move
protocol as shown in Fig. 1. Firstly, the prover send a
message W, which is called commitment, to the verifier. The
verifier uniformly sample a challenge ¢ from set ChSet and
send it to the prover. The prover send a response Z, and then
the verifier makes a deterministic decision.

Definition 5 (Canonical Identification Scheme). A canon-
ical identification scheme |D is defined as a tuple of

algorithms 1D := (IGen, P, ChSet, V).

o The key generation algorithm 1Gen takes system
parameters par as input and returns a pair of public
and secret keys (pk, sk). We assume that pk defines the
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Prover Verifier
P(sk) V(pk)
w
(W, St) « Pi(sk)
c
¢ < ChSet
V4

Z «— Py(sk,W,c,St)

V(pk,W,c,Z) € {0, 1}

Fig.1 A canonical identification scheme and its transcript (W, ¢, Z).

Trans(sk)

1 (W, St) «— P (sk)

¢ « ChSet

Z «— Py(sk, W,c,St)

if Z = 1 thenreturn (L, 1, 1)
return (W, c,Z)

Vs woN

Fig.2  Trans(sk).

set of challenges ChSet, the set of commitments WSet,
and the set of responses ZSet.

e The prover algorithm P is a pair of two algorithms
(P1, P,). Py takes as input the secret key sk and returns
a commitment W € WSet and a state St; P, takes as
input the secret key sk, a commitment W, a challenge c,
and a state St and returns a response Z € ZSet U {_L},
where L ¢ ZSet is a special symbol indicating failure.

o The verifier algorithm V takes the public key pk and the
conversation transcript (W, ¢, Z) as input and outputs a
deterministic decision, 1 (acceptance) or 0 (rejection).

We also define a transcript oracle Trans in Fig. 2 that
returns a real interaction transcript, which is a three-tuple
(W,c,Z) € WSet x ChSet x ZSet U {L, 1, 1}. between
the prover and the verifier as depicted in Fig. 1, with
the important convention that the transcript is defined as
(L,L1,1)if Z = L. The transcript is called valid (with
respect to public-key pk) if V(pk,W,c,Z) = 1. We
define no-abort honest-verifier zero-knowledge (naHVZK),
which is a weak variant of honest-verifier zero-knowledge
that requires the transcript to be publicly simulatable,
conditioned on Z # L.

Definition 6 (naHVZK). A canonical identification scheme
ID is said to be ex-perfect naHVZK if there exists an
algorithm Sim that, given only the public key pk, outputs
(W, ¢, Z) such that the following conditions hold:

e The distribution of (W,c,Z) « Sim(pk) has statistical
distance at most € from (W', c’,Z") « Trans(sk),
where Trans is defined in Fig. 2.

e The distribution of ¢ from (W,c,Z) « Sim(pk)
conditioned on ¢ # L is uniform random in ChSet.

Definition 7 (Min-Entropy). If the most likely value of
a random variable W that is selected from a discrete
distribution D occurs with probability 27¢, then we say
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GAMES UF-CMA/UF-CMA /UF-NMA: SIGN(M) SIGN, (M)
1 (pk,sk) « KeyGen(par) 1 M=MuU{M} 1 if M € M then return L
2 (M*, %) « ASISN(pk) /7 UF-CMA 2 ¢ « Sign(sk, M) 2 M=Mu{M}
5 (M*,¢%) — ASSSNU(pk) /7 UF-CMA, 3 return ¢ 3 ¢ « Sign(sk, M)
4 (M*,¢*) « A(pk) // UF-NMA 4 return ¢
s return [M* ¢ M] A Verify(pk, M*, ¢*)
Fig.3 Games UF-CMA and UF-NMA.
that Ho(W | W « D) = a. We say that a canonical Sign(sk, M)
identification scheme D has « bits of min-entropy, if L k:=0
Pr [Hoo(Wl(VV, St) — P](Sk)) > Ck] >1-2"¢ 2 while Z = 1 and k <k, do
(pk,sk)—IGen(par) 3 K:=k+1 Bk
. . w.§ ;
In other words, over the choice of (pk, sk), the min- 2 E,: Ht()‘,;,_” M])( 0
entropy of W will be at least @, except with probability 6 Z « Py(sk, W,c,S1)
7 end

27, An identification scheme has unique responses if
for all W and c there exists at most one Z such that
V(pk,W,c,Z) = 1. We relax this notion to a computational
unique response (CUR): An identification scheme has
CUR if it is computationally hard to find (W, ¢, Z,Z") with
V(pk,W,c,Z) =NV (pk,W,c,Z')=1and Z' # Z.

Definition 8 (Computational Unique Response). To an
adversary A we associate the advantage function

AdvPR(A)

Vpk,W,c,Z) =1
:=Pr| V(pk,W,c,Z')=1
Z+7

(pk, sk) < 1Gen(par);
(W,¢,Z,Z") « A(pk)

2.6 Digital Signatures

We define the syntax and security of a digital signature
scheme. Let par be public system parameters.

Definition 9 (Digital Signature). A digital signature
scheme SIG is defined as a triple of algorithms SIG =
(KeyGen, Sign, Verify). The key generation algorithm
KeyGen(par) returns the public and secret keys (pk, sk).
We assume that pk defines MSet that is the space for the
message M. The signing algorithm Sign(sk, M) returns
a signature §. The deterministic verification algorithm
Verify(pk, M, ¢) returns 1 (accept) or 0 (reject).

The signature scheme SIG has a correctness error 7y if
we have Pr[Verify(pk, M, Sign(sk, M)) = 0] < vy for all key
pairs (pk, sk) € KeyGen(par), and all messages M € MSet.

We define unforgeability against chosen-message
attack (UF-CMA), unforgeability against one-per-message
chosen-message attack (UF-CMA,), and unforgeability
against no-message attack (UF-NMA) advantage functions

of a (quantum) adversary A against SIG as AdngCMA(A) =

Pr{UF-CMA* = 1], Advg, " (A) := Pr{UF-CMA} = 1],
and Advgl':c;NMA(A) := Pr[UF-NMA? = 1], where the games
UF-CMA, UF-CMA, and UF-NMA are shown in Fig. 3. We
also consider strong unforgeability against chosen-message
attack (SUF-CMA) and strong unforgeability against one-
per-message chosen-message attack (SUF-CMA,), where

the adversary may return a forgery on a message previously

8 if Z= 1 thenreturng = L
9 returng¢ = (W,Z2)
Verify(pk, M, s)
10 Parse ¢ = (W,Z) € WSet x ZSet
11 c=HW| M)
12 return V(pk, W, c,Z) € {0, 1}

Fig.4 Sign and Verify of the signature scheme SIG := (KeyGen =
IGen, Sign, Verify) obtained by the Fiat-Shamir transformation with aborts
FS[ID, H, «;,]-

queried to the signing oracle, but with a different
signature. In the corresponding experiments SUF-CMA and
SUF-CMA,, the set M contains tuples (M, ) and for the
winning condition it is checked that (M*,¢*) ¢ M.

2.7 Fiat-Shamir Signatures

Let ID := (IGen, P, ChSet, V) be a canonical identification
scheme, k, be a positive integer, and let H : {0,1}* —
ChSet be a hash function. The following signature scheme
SIG := (KeyGen = IGen, Sign, Verify) described in Fig. 4
is obtained by the Fiat-Shamir transformation with aborts
FS[ID, H, k,,,] [33].

Kiltz et al. [15] showed the generic framework for
constructing tight reductions in the QROM from underlying
hard problems to Fiat-Shamir signatures.

Theorem 1 ([15], Theorem 3.2). Assume the identification
scheme D is ex-perfect naHVZK and has a bits of
min entropy. For any UF-CMA; (SUF-CMA,) quantum
adversary A that issues at most Qg queries to the quantum
random oracle |H) and Qs (classical) queries to the signing
oracle SIGN,, there exists a quantum adversary B against
UF-NMA security making Qp queries to its own quantum
random oracle (and a quantum adversary G against CUR)
such that
Advg MM (A) < Advelg™MAB) + KOs - € + 27,
AdvE M (A) < AdvEiMAB) + K, Os - € + 277!

+ AdvePR(0),

1R

and Time(B) = Time(C) = Time(A) + «,(Qy + Os)
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DSign(sk, M)
1 k:=0
2 while Z = L and k < k;, do
Ki=k+1
(W, St) =Py (sk;PRFk (0 [|m || «))
c=H(W | M)
Z :=Py(sk,W,c,St;PRFg (1 ||m| «))
end
if Z = L thenreturn ¢ = L
return ¢ = (W, 2)

© 0N VW

Fig.5 DSign of the deterministic variant of the Fiat-Shamir signature
DFS[ID, H, PRF, &, 1.

Time(A).

Consider a deterministic variant DSIG := DFSJ[ID, H,
PRF, «.] = (KeyGen, DSign, Verify) of FS where lines 4
and 6 Sign is replaced with deterministic PRF, where the
key K is part of the secret key. We show the DFS in
Fig. 5. The UF-CMA (SUF-CMA) security of DFS is
implied by the UF-CMA,; (SUF-CMA,) security of FS. This
construction is known in the classical setting [34], and the
same proof works in the quantum setting [15]. Concretely,
the advantages are upper bounded by the same terms as in
Theorem 1 with an additional term AdvEEF(D) accounting
for the quantum security of the PRF: We have

AdvgisMAA) < AdvgisMAB) + Ky Qs - €k + 27!

+ AdvER-(D), )]
AdvEEMAA) < AdvaMMAB) + K, Qs - € + 27!
+ AdvYPR(C) + AdvER-(D). )

3. Our Identification Scheme

We show our identification scheme ID in Sect. 3.2, and
we show our simple supporting algorithms for the bit
decomposing technique in Sect. 3.1. Our scheme ID will be
converted to our deterministic signature scheme MLWRSign
in Sect. 4 with the deterministic Fiat-Shamir transform DFS.

3.1 Supporting Algorithms

We show in Fig. 7 the supporting algorithms for our
identification scheme and MLWRSign, which are analogues
of those of Dilithium. These algorithms are used for
extracting higher-order and lower-order bits of elements in
Z4, to decrease the size of the public key. In Dilithium, g is a
prime and « is an even number so the algorithm Decompose
has to consider the case when r — rg = ¢ — 1. Since we use
moduli g, p in the power of twos, our Decompose can be
efficiently performed in a simpler bit-wise manner to break
up an element.

The following lemmas state the properties of these
supporting algorithms on which the correctness and security
of our scheme is based. Since these lemmas are analogues
of the Lemmas 1, 2, and 3 in [14], we omit their proofs.

Lemma 1 (Lemma 1 in [14]). Suppose that p and « are
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positive integers such that p > 2a, p = 0 (mod @) and «
even. Let r and z be vectors of elements in R, where ||z||o, <
/2, and let h,h' be vectors of bits. Then the HighBitsp,
MakeHint,, and UseHint, algorithms satisfy the following
properties:

1. UseHint,(MakeHint,(z,r,@),r,@) = HighBits,(r +
Z, ).

2. Let vi = UseHint,(h,r,@). Then |r —v; - allo < @ +
1. Furthermore, if the number of 1s in h is ¥, then
all except at most yr coefficients of v — v, - @ will have
a magnitude of at most a/2 after centered reduction
modulo q.

3. For any h, I, if UseHint,(h, r, @) = UseHint,(h’, r,
@), thenh =h’.

Lemma 2 (Lemma 2 in [14]). If |Islle < B and
lLowBits,(r,@)lle < @/2 — B, then HighBits,(r,@) =
HighBits ,(r + s, @) holds.

The function CRH is a collision resistant hash function
that maps to {0, 1}***. The function Sam used in lines 2
and 11 is an extendable output function. In line 2 the
function Sam maps a uniform seed p € {0,1}* to a
matrix A € R® 1In line 11, Sam deterministically
generates the randomness of the signature scheme, mapping
a concatenation of K, yand ktoy € Sly,q'
3.2 Identification Scheme

We show our identification protocol ID = (IGen, Py, P,,V)
in Fig. 6, with the concrete parameters par = (q,n, k,1,d,

Y1725 71’723 TI’ﬁl’ﬁl) giVen in Table 1

Key generation. The key generation of |D proceeds by
selecting a random 256-bit seed p and expanding into a
matrix A € R by an extendable output function Sam

modeled as a random oracle. The secret vector s; € S f]
has uniformly random coefficients in [-7,7]. The value
t = |'§ASIJ € R’;, is then computed. The public key
that is required for verification is (p, t;) with t; output by
the (t;,to) := Decompose,,(t, 29) while the secret key is
(0,81,t9). While the verifier does not need the value t;
(and thus it is not needed to be included in the public key
of MLWRSign), we need to include this value to simulate
transcripts (see Sect. 5.2). Thus the security of our scheme
is constructed in the condition that the adversary gets both
t; and ty. In reality the adversary only gets t;, thus this
is conservative condition. The set ChSet is defined as in
(10), and ZSet = Sfyl_ %10, 1}*. The set of commitments
WSet is defined as WSet = {w; | Iy € S, s.t. wy :=
HighBitsp([gAyJ,272)}.

Protocol execution. Our ID scheme is based on the canonical
identification scheme in Fig. 1. The prover starts the
identification protocol by (W = w,St = (W,€,,y)) «
P1(sk) and sends W = w; to the verifier, and then the verifier
generates a random challenge ¢ « ChSet and sends it to
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IGen(par)

L p & 40,1726

2 A — R’;‘I := Sam(p)

3 81 & Sé

1 t:=[LAs | € RY

5 (t1,ty) := Decompose,(t, 27)

6 pk=(p,ty,ty)

7 sk =(p,K,tr,s1,t)

s return (pk, sk)

V(pk,W = wy,c,Z = (z,h))

o return [|z|lo < y1 = Bi] A
[wi = UseHint, (h,[2Az] - ct; - 2¢,27,)]

10 A« R];XI := Sam(p),
11 y«S
12 W= |'§ij € R¥,

13 & = [LAy] - LAy

14wy := HighBits ,(w, 2,)

15 return (W =w,,St = (W, €,.y))

P, (sk)

1
vi-1

Pa(sk, (W =wy,c,St=(w,€,,Y))

6 t=t;- 24 4 to, S = (t— gASl)

17 Z:=y+cS)

18 & =[csa] —cso, v:i=[& —&,]

19 1o := LowBits,(w — [cs2] — v, 2,)

20 if ||zllo = ¥1 = B1 or [Irglles = Y, — B2 then

21 ‘ return Z = L

22 end

23 h := MakeHint,(—cty, w — [csz| — v + cto, 2y,)
24 return Z = (z,h)

Fig. 6

Our identification scheme ID- a concrete instantiation based on the hardness of the MLWR

problem of the canonical identification scheme in Fig. 1.

Decompose, (1, @)

1 r:=rmod*p, ry:=rmod* a,r = (r-ry)/a,
2 return (ry, ro)

HighBits,, (r, @)

3 (ry,ro) = Decompose,, (r, @), return r|
LowBits, (r, @)

4 (ry,ro) := Decompose,, (r, @), return ry
MakeHint,, (z, 7, @)

5 rp :=HighBits, (r, @), v; := HighBits, (r + z, @)
6 return h = [r| # v;]

UseHint,, (h,r, a)

7 m:=pla, (r,r) := Decompose, (r, @)

8 if h = 1and ry > O then return (7| + 1) mod* m
9 if h =1and ry < 0then return (r; — 1) mod* m
10 returnry

Fig.7  Supporting algorithms for MLWRSign.

the prover. The prover computes z :=y + ¢s; in line 17 and
ro := LowBits,(W—[cs, |-V, 2y,) in line 19. He replies with
Lifz¢ Sfy]_ﬁl_l orry ¢ S]72—ﬁ2—1' This part of the protocol
is necessary for security, it makes sure that z does not leak
any information about the secret vectors s, S.

If the checks pass and a L is not sent, then it can be
shown (see Sect. 4.1) that HighBitsp({gAzJ —ct,2y,) =
wi. At this point, if the verifier had known the entire t
and (z,c), he could have recovered w; and checked that
llzlle < y1 — 81 and that the high-order bits of |'§Azj —ct
are indeed w;. However, to compress the size of the public
key, the verifier only knows t;. To allow the verifier to
compute HighBitsp(I'gAzJ — ct, 2y,) without to, the signer
needs to provide a hint vector h. The verifier checks whether
llzllo < 1 — B1 and that w; can be reconstructed from
|—§AZJ — ct; - 27 and the hint h.

4. Our Signature Scheme: MLWRSign

We present our scheme MLWRSign in Fig. 8, which is
obtained by deterministic Fiat-Shamir transformation on the
ID in Sect. 3. The correctness of MLWRSign is shown
in Sect. 4.1. We analyze the probability of the rejection
sampling of our signing procedure in Sect. 4.2. We explain
the concrete settings of parameters in Sect. 4.3, and the
values are shown in Table 1.

4.1 Correctness

We prove the correctness of our signature scheme in this
subsection. If ||cty|l < ¥,, then by Lemma 1 we know that
UseHint, (h, w—[cs; |+cto, 27,) = HighBits ,(w—[cs2 ], 27,).
From the definitions of w, t, and z, we obtain

’VSAZJ —ct=w-Jcs;| -V (€)

where s, = {§A51J—§Asl,§l = [§ij—§Ay, & =[csy-
csy and v = [§; — &,]. Since €, and &, are polynomials
whose coefficients are rounding errors that are heuristically
i.i.d and uniformly distribute on (-3, 3], we have [Vl <
1. Using t = t; - 27 + ty, we can rewrite (3) as |'§AZJ -
ct; - 2% = w—[csy] — v + cty. Thus, the verifier computes
w/ = UseHint,(h, w—[cs;| — v +cty, 2y,) = HighBitsp(w -
[cs2] — v, 2y,). Since the signer also checks that r; = w; in
line 19, we obtain HighBitS[,(w —[cs2]=v,2y,) i=1] = Wy.
Therefore, w that the verifier computes is the same as w
that the signer computes, and the verification procedure is
always accepted.

4.2 Rejection Sampling

We analyze the probability of the rejection of our signing
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procedure in this subsection. Our analysis in this subsection
for P3 := Prlll[cs2]ll < B3] in (6), P4 := Prl|lctolle < ¥,]
in (7), and Ps := Pr[Hw(h) < w] in (8) would also be
helpful in analyzing the rejection sampling probability of the
Dilithium in more detail. In [13], it was mentioned that it is
difficult to formally compute the probability of the rejection
of the Dilithium that corresponds to 1 — P, - Ps, and they
heuristically selected parameters such that the probability
become less than 1%. It was also mentioned in [13] that
they chose the parameter such that the probability that

KeyGen(par)

1 p 0,16, k & (0,1)2%

2 AcRY :=Sam(p), 1« S), t:=[LAs || R}

3 (t1,to) := Decompose,,(t,2), tr := CRH(p|| t;)

4 return (pk = (p,t1), sk = (o, K, tr, 51, t0))

Sign(pk, sk, M)

5 AeRM:=Sam(p), t=1t; - 27+ tg, 5 := (t - gAs,)
6 w:=CRH@r||M),x:=0

7 repeat
8 repeat
9 repeat
10 Ki=Kk+1
11 yESf”_] = Sam(K || || )
12 W= [gAyJER’;,fl = [gijngy
13 Wy = HighBitsI,(w, 2¥,)
14 ¢ € Bgo := H(ullwy)
15 Z:=Yy+cS|
16 until [|z]| <y -1
17 & =Tcsr|—csy,vi=[& - &)
18 (r1,xrp) = Decomposel,(w —T[es2| = v,2y,)
19 until |[Iroll <y, —B2 andr| = wy
20 h := MakeHint,(=cty, w — [cs2] — v + cto, 2,)

21 until Hw(h) < w and |ictolle < ¥,
22 return sig = (z,h,¢)
Verify(pk, sig, M)
23 A € R := Sam(p), u := CRH(CRH(pk) || M)
24 W)= UseHint,,(h,rgAzJ —cty -24,29,),
¢’ := hash(ul|w})
25 return ([lzllo < y1 —B] A [c =] A [Hw(h) < w])

Fig.8  Our signature scheme MLWRSign.
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corresponds to P3 was higher than 1 — 228 for the Dilithium,
but its analysis was not shown.

We first calculate the probability of the rejection in
line 16, i.e., we calculate P; := Pr[||z|l < y1 — B1]- Pi
can be computed by considering each coefficient separately.
For each coefficient o of csy, the corresponding coefficient
of z will be in (—y; + 81 + 1,y — 81 — 1] whenever the
corresponding coefficient of y; isin (—y; + 81 + 1 — 0, y; —
B1 — 1 — o). The size of this range is 2(y; —81) — 1, and the

coefficients of y have 2y, — 1 possibilities since y € § fy 1

g1yl !
Thus, we obtain P; = (2(72‘%#)" = (1 - ﬁ)n Thus,
when v, is large enough, we can approximate

Py :=Prl|[zllw < y1 —Bi] = e P/, )

Second, we calculate the probability of the rejection
in line 19, ie., P, := Pr[lrolle < ¥, — B2]. In a similar
2(72—gz>—1)”’< _

way to calculating (4), we obtain P, = ( 5

nk
(1 - [%) . Therefore, when we assume that each

coefficient of r is uniformly distributed modulo 2y,, and
7y, is large enough and 8, > 1/2, we can approximate

Py := Pr[lIrgllee <7, — o] = eB2/7:, ®)

The check of r; := HighBits,(w — [cs2] = v,2Y,) =
HighBits,,(w,2Y,) := w; always succeeds if the condition
[ITes2]+ Voo < B2 and |Irplle < Y, —B2 holds, from Lemma 2.
Since ||Vl < 1 holds by definition, we have |[[cs;] + V||o <
IFes2 il + 1.

In the following, we calculate P3 := Pr[|[[cs2 Il < 351,
where B := B, — 1, i.e., the probability that the check of
r; = w; always succeeds. Let X; be the i-th coeflicient
of an element of the vector s,, and let Y be a coeflicient
of an element of the vector ¢s,. Then, since s, € S ’1 , if

2
we assume that X, ... X, are i.i.d. and X; ~ (L{(—%, %), we
can approximate that ¥ ~ N(O, 600%() by the central limit
theorem when n is large enough, where o-i = Var(X;) =
1/12. Thus, we can approximate Pr[|Y| < ] = 1 —

Table 1  Parameters for MLWRSign.
I I I v \'% VI
weak medium recomm. high very high paranoia
((I, p) (223’ 219) (223’ 2|9) (223’ 220) (223’ 220) (223’ 221) (223’ 22])
d 10 10 11 11 12 12
(,yl :q/16, ?1 — 571) (2197215) (219,215) (2197216) (219,216) (2197217) (219,217)
(72 — 71/2’ yz — ?l /2) (218’ 214) (218’ 214) (218’ 215) (218’ 215) (218’ 216) (218’ 216)
n=q/2p 8 8 4 4 2 2
(k, D) 3,2) 4,3) 5,4) (6,5) 8,7) 9,8)
w 64 80 96 112 144 160
B1,B2) (425, 25) (425, 25) (225, 25) (225, 25) (125, 25) (125, 25)
#of lor—1linc 60 60 60 60 60 60
BKZ block-size b to break MSIS 235 355 475 605 - -
Core-Sieve bit-cost 202920 68 103 138 176 - -
Q-Core-Sieve bit-cost 202656 62 94 125 160 - -
BKZ block-size b to break MLWR 208 362 465 619 850 1002
Core-Sieve bit-cost 20292 60 105 135 180 248 292
Q-Core-Sieve bit-cost 20265 55 95 123 164 225 265
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2F n(0,5(=B5), and then

P3 = Pr{lllcsalllo < B3] = (1 = 2F N0 (=B5))™,  (6)

where F x5 be the c.d.f of N(0,5). We set the parameter
B2 such that |[cs; ]llc < B holds with a probability higher
than 1 — 2730 Thus, the rejection probability in line 19 is
dominated by P;.

Finally, we calculate the probability of rejection in
line 21, i.e., P4 := Pr[llctyllc < ¥,] and Ps := Pr[Hw(h) <
w]. We first calculate P4. By construction, t = t; - 29 + ¢t
and [tolle < 2%°!'. Let X; be the i-th coefficient of an
element of the vector ty, and let Y be the coeflicient of an
element of the vector cty. Note that ¢ € Bgy so Y is the
sum of 60 random elements of {X;}?_ . If we (heuristically)
assume that X;...X, are i.i.d. and X; ~ U(-24"1,2¢° 1),
we can approximate that ¥ ~ N(0, 0'?,) by the central limit
theorem when n is large enough, where o3, := 600 and
o-i = Var(X;)) = (229212 = 2%/12. Thus, we
can approximate Pr([Y| < ,] = 1 = 2F ;g ,2)(=7,), where
Fr.02) 1s the c.d.f. of N(O, o3). Since Y is the coefficient

of an element of the vector in R’I‘,, we obtain

Py = Prfllctollec < y,] = (1 - 2FN(0,chy)(_72))nk~ @)

We set the parameter 7y, so that |lcto]ls < 7, holds with
overwhelming probability. Also note that we set parameter
d to satisfy 60 - 297! < 2%, (as shown in Sect. 4.3) and the
fact that ||ctylleo < llclli - |Itollo. From these we obtain oy :=
6+B .60 - 291 < %+5 - ¥,, and approximately y, > 6.707y.
Thus, we can also estimate that F NO.02 y(=72) is negligibly
small, without numerical computation of Fg,,2)(=72)-
Next, we calculate Ps := PrfHw(h) < w]. Let X, Y and
h be the coefficient of an element of the vector r, cty and h,
respectively, and define Z := X + Y. Recall that

h =[HighBits ,(w — [cs2] — v + cto, 27,)
# HighBits,(w - [cs2] — v, 27,)],

and i = 1 when the corresponding Z satisfies |Z| > y,,h =0
otherwise. We now calculate Pr[z = 1]. In line 21, the
conditions |[rgllc < ¥, — B2 and |lctpllc < 7y, are already
satisfied. Thus, we assume that X ~ U(—(y, —B2), ¥, —52))
as already derived, then we obtain

Z2+(¥,—B2)
£ = f F = frdy
z—(¥,—B2)
1 Z2+(Y,—B2)

207, = B2) Je-3,-»)

1
= 5= (Fy(@+ (¥, = B2)) = Fy(z = (2 = B2))),
2, pp TR
— < _ 1 2+(¥2—p2)
and Fz(2) = [ frdx = 5eigs [227 0 Fy(vdx,
where fx, fy and f7 are the p.d.f. of the distribution of X,
Y and Z, respectively. Then, we obtain

fr(ydy

Prlh = 1] = Pr[|Z] > y,] = 2Fz2(=y,)
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1 0
= — f Fy(x)dx,
Y2 = B2 Joag,-p0)

and thus we obtain Hw(h) ~ B(nk, Pr[h = 1]) since h € Rf,.
Because we can estimate that ¥ ~ N(0,07 = 5 -2%)
as we derived before, we obtain P := Pr[h = 1] =~
ﬁ 25,8 F 052 (x)dx. Therefore, let Fgu p) be the
c.d.f. of the binomial distribution B(nk, P), then we can
approximate

Ps := Pr[Hw(h) < w] = Fggu p)(w). ®)

We set the parameter w such that Hw(h) < w with a
probability higher than 1 — 210

To summarize, disregarding the conditions with
overwhelming probability, i.e., assuming Pz, P4, Ps =~ 1,
we can estimate the probability of exiting the loop in lines 6
to 21 using (4) and (5) as follows:

Py - Py = o "BIlVIHBkIT2), )

Thus, the expected number of iterations of the loop is
"B APk]7))

4.3 Parameter Settings

We show our parameters in Table 1. In the following, we
explain how we select these values.

Moduli q and p. We set g = 2%3 for all parameter sets of the
security category. This value is the nearest power of two of
8380417 that is the value of the modulo g used in Dilithium.
We set g and p as the power of twos to perform rounding by
simple bit-shift operation, similar to the LWR-based PKE
schemes Saber [9] and Round5 [8].

Module dimensions (k,l) and noise parameter n. The

parameter n corresponds to the standard deviation o of

the LWE problem. Dilithium bases its security on LWE

with uniform distribution whose standard deviation is o =

2/ V12, which is the standard deviation of the uniform

distribution U(—n,n). For our scheme, the parameter 7 is
q

defined by n := I'%'I = 2 We estimate the bit-security

based on the values of o = 2n/ V12, k, 1, and n, using
the lwe-estimator [35]. See Sect. 5.5 for details of the
estimation of the bit-security. Note that 17 is also restricted to
be the power of two since we set ¢, p as the power of twos.
As a limitation, this setting loses a little flexibility to control
the rejection rate and bit-security.

Space for challenge c. A cryptographic hash function that
hashes onto Bgy is used in Dilithium and our signature
scheme. Bj; C R is a ring whose & coefficients are either

—1 or 1 and the rest are 0. Thus, we obtain |B,| = 2" - (Z),

and then [Bgo| = 2% - (%) = 23701 > 226 Thus, let the
space of challenge ¢ in our scheme be ChSet, then we have

ChSet := Bgj, and |[ChSet| > 2%3. (10)
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Setting of B1, .. The parameters §; and [, are the
counterpart of 8 used in Dilithium. In the scheme, the
corresponding s; and s, are the variables that uniformly
distribute on S, and § is selected such that [[csill. < B
for i = 1,2 with overwhelming probability. Since ¢ € By,
S; € S5, we obtain the bound |lcs;ll < llclly - lISillc = 607,
thus it can be seen that § < 60n. In MLWRSign, while
we use the same s; € S, as Dilithium, s, is a polynomial
whose coefficients uniformly distribute on (—%, %]. Thus,
we define the two parameters 81 and 8, such that |[cs|lc <
B, lIles2 Il < B2 — 1(< B1) with overwhelming probability.
This probability was analyzed in (6).

Setting of y1, v2, Y1, Yo We sety; = q/16,y, = y,/2,
Y= 571, and ¥, := y,/2. These parameters are related to
the rejection rate of the signing and the security, which we
describe in Sect. 5.4.

Setting of d. The parameter d defines the length of ty, which
is part of the pk and sk (see also Fig. 10). We select d such
that

60- 27 +1) <2y, -1 (11)

for the security of our scheme, as discussed in Sect. 5.4.
Here, 60 - 297! is the upper bound of ||cty||co.

5. Security

The goal of this section is to provide full proof for the tight
security reduction for MLWRSign in the QROM from the
MLWR, SelfTargetMSIS, and MSIS, which is the following
theorem:

Theorem 2 (QROM security of MLWRSign). For any
quantum adversary A against SUF-CMA security that issues
at most Qu queries to the quantum random oracle |H), there
exist quantum adversaries B, C, D, and E such that

AdVSUF-CMA (A) < AdVMLWF{(B) +AdVSelfTargetMS|S(C)

MLWRSign p.k,1.D H.k,I+1,¢
+ AdvER (D) + AdVBS(E) + 27+, (12)

where D is a uniform distribution over S, « is bits of min-
entropy of the identification scheme |D shown in Fig. 6, and
L and ' are defined as follows:

¢ =max{y) =1, 427, + 1+60-27)) <4y, (13)
¢ = max(2y1 — B). 4y2 +2) < dya + 6, (14)

We obtain the bound of (12) based on Theorem 1, and
equations (1) and (2). The proof of this is modular. We
constructed in Sect. 3.2 the identification scheme ID from
which we obtain MLWRSign via the (deterministic) Fiat-
Shamir transform, i.e., ID satisfies MLWRSign = DFS[ID,
H, PRF, «,,]. We show the following properties of ID in the
rest of this section:

¢ ID has « bits of min-entropy, where o > 90, 180, 255,
255,255 and 255, for parameter sets in Table 1 (I), (ID),
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I, av), (V), and (VI), respectively. (Sect. 5.1)

e ID is perfectly naHVZK, i.e. ex-perfect naHVZK for
ek = 0 (Sect. 5.2)

o Advig(A) < AdVPP(E) (Sect. 5.3)
e UF-NMA security of MLWRSign (Sect. 5.4)

Combining all of these properties, we can apply Theorem 1
to MLWRSign and we obtain (12). In Sect. 5.5 we show how
we derived concrete bit-security shown in Table 1 based on
12).

5.1 Min-Entropy

Lemma 3. For a fixed matrix A « R’;XZ and wy, let

Paw = Pr [HighBits,([(AyL.2y) =wi]  (15)
Yy y1-1

Then,

> 1-(n/gV. (16)

Pr [le : Paw, S(

A<—RZX’

2’)/2+1 "
2’}/1—1

Proof. The probability that a random polynomial a « R,
is invertible in R, = Z,[X]/(X" + 1) when the polynomial
X" + 1 splits into n linear factors is (1 — 1/¢)" > 1 — n/q.
Thus the probability that at least one of the kI polynomials
in A — R is invertible is greater than 1 — (n/¢g)".

We will now prove that for all A that contain at least
one invertible polynomial, we will have that for all wy,

Paw, < (M)n, which will prove the lemma. Let us

A2ni-l . . . .
only consider the row of A which contains the invertible
polynomial. Denote the elements in this row by [ay, ..., a;]

and without loss of generality assume that @, is invertible.
We want to prove that for all w; (element of wy),

. . 1 -\ _ 2y,+1\"

Br [HighBits, (7 Sy awi). 27) = wi) < (335
Y-
Let us define T := {w | HighBits,(w,2y,) = wi}. By the
definition of the Decompose,, routine in Fig. 7, the size of
T is at most (2y, + 1)". We can then rewrite the above
probability as Plr [|'§ Zf:l ay;) € T] = P1r ly; €
yeS,

y<—Sy]7l

Y-
al.‘l (%(T—f)—Zfzz a;y;)] where ¢ is a rounding error defined
as & = |'§ S ayi) - (f 3!, aiy;). The size of the set

a; ' (4(T - €)= L1, ayy) is at most (247, + 1" = 2y, +1Y",

and the size of the set S ly 1 is exactly (2y; — 1)", thus we
n
have I;,r (123, awil € T1 = (ﬁsz}) : O
Y24

2y,+1\" _
272+ ) < D255
y1-1

for every parameter sets and (n/g)" = 2790, 27180 =300,
27450 -840 apd 21080 for parameter sets (I), (I), (IID), (IV),
(V), and (VD), respectively. Thus, by Definition 7, the min-
entropy of MLWRSign for parameter sets (I), (Il), (II), (IV),

For the values in Table 1, we have that (
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Trans(sk)

1A« R’;x’ := Sam(p),
2y « S;ﬁl

3 wi=T2Ay| e Ry,

s & :=[Ay] - LAy

5wy = HighBits ,(w, 2,)
6 ¢ <« ChSet

7 Z:=Yy+ S|

8 8§ = (t— sASl)

9 & =[csa] —csy, v:i=[E — &,

10 if ||z]l > y; — B1 then return L

1
12 h = MakeHint,(—cty, w — [cs2] — v + cto, 2,)
13 return (c, (z,h))

11 if [|LowBits, (W —[cs2] — v, 2¥,)llee = ¥, — 5> then return

Sim(pk)
1 A R’;Xl := Sam(p),

—

. . [N
5 With probability 1 — —2%2L return L

ST
16 ¢ « ChSet
17 2« S’y_ﬁ,li1
s if [LowBlits, (2Az] ~ ct, 27l > 75 — 2
then return L
19 h := MakeHint,(—ct, §|'Azj - ct+ cty, 2y,)

o return (c, (z, h))

N

Fig.9 Left: a real transcript output by the transcript algorithm Trans(sk); Right: a simulated

transcript output by the Sim(pk) algorithm.

(V), and (VI), is greater than 90, 180, 255, 255, 255, and
255, respectively.

It is important to note here that the real min-entropy
should be a lot higher since the HighBits, function maps
onto a set of size larger than 25000 and is heuristically close
to uniform over this set. To get a formal proof would be
significantly more involved than the proof above which took
advantage of the fact that y; = 2y», and gave us a sufficiently
high min-entropy bound for practical purposes.

5.2 Non Abort Honest Verifier Zero-Knowledge

In this section, we show that ID is perfect naHVZK
(Definition 6), in other words, we show that the distribution
of the output of the Trans algorithm (Fig. 9, left) that takes
the secret key as input is exactly the same as that of the Sim
algorithm (Fig. 9, right) that takes only the public key as
input.

Lemma4. [f§; > max

llcsilloss then ID in Fig. 6 is
s1€S,,ceChSet
perfectly naHVZK.

Proof. Lets; € Sf7 be any polynomials satisfying §|'As1J =
t. We show that the output distributions of Trans and Sim
from Fig. 9 are identical. For any z € Sfyl—ﬁl—l’ we compute
the probability that z is generated in line 7 of Trans. For any
¢ € ChSet, we have

P/r [y+cs =1z] = Plr [y=z-cs]. a7

yeSyFl y<—Sy]7l

Because ||csi]l. < B1, we know z — ¢s; € Sly,fr Thus,

Pr o [y=z-csi]1=1/IS}, . (18)
y<—S’7171

Therefore, every z € S! \—B1—1 has an equal probability of
being generated. Furthermore, the probability of producing

azeS fy \By-1" which equals the probability of not returning

.1 . N .
L in line 10 of Trans, is exactly |:;l’ & II . Thus, after line 10,
ri-l
. . .. IS 5l
either L has been returned (with probability 1 — =% £ llll ), or
Y-
the distribution of (c, z) is uniform in ChSetx S’ _;- This

is exactly the same distribution as that after line 16 of Sim.
To complete the proof, we note that %AZJ —ct =w—[csy|—v
holds from (3), thus all the steps in Trans after line 10 are
identical to those after line 16 of Sim. O

5.3 Computational Unique Response

In this section we prove that our ID satisfies the CUR
property defined in Definition 8 required for strong-
unforgeability of the signature scheme. The following
Lemma 5 directly implies that Adv%UR(A) < Adv,'!'fg',s(E)
for ¢’ defined in (14).

Lemma 5. If (wy,c, (z,h)) and (wy, c,(z',h")) are such that
V(pk,wy,c,(z,h)) = V(pk,wy,c,(Z',h")) = 1 and (z,h) #
(z',h"), then there exist v,u such that |V|l. < 2(y1 — B1),
[lallee < 4ys + 61 such that Av+u = 0.

Proof. The two conditions of the Lemma imply that w; =
UseHint, (h, [%Az] —ct; - 29, 2y,), wi = UseHint,(h’,
|—§AZ'J —ct; - 29, 2y,) We first point out that it must be
that z # z’. This is because Lemma 1 implies that if z = z’
then necessarily h = h’ (and then Z = Z’). The above two
equations imply (again by Lemma 1) that

|||'§Azj —ct; -2 =W - 2l < 29, + 1, (19)
IM2Az | —cty -2/ = wy - 295l < 27, + 1. (20)

We have u := |—§AZJ - [§AZ’J = {§A(z —7)] + v where
£ = |'§Azj - SAZ, & = |'§AZ’J - §Az' andv:=[€ -&]
From (19) and (20), we have |[ul|., < 4y,+2 by the triangular
inequality. Also, Let u := u — v then we have |ju — V||, <
4y, +3 since ||Vl < 1. Thus, [§A(z—z')J +u’ = 0 for some
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u’ such that [[u'|le < 4y, +3 and ||z — 7|l < 2(y1 — B1)-
Furthermore, we can rewrite A(z — z’) + u” = 0 such that
u”llee < £(4y, +3) = 4y2 + 6n. O

5.4 UF-NMA Security

In this section we show UF-NMA security of MLWRSign.

Theorem 3 (UF-NMA security of MLWRSign). Let g, p be
positive integers such that q > p > 2 and p | q. For any
quantum adversary A against UF-NMA security that issues
at most Qg queries to the quantum random oracle |H), there
exist quantum adversaries B and C such that

ARG (A) < AdVEIT(B) + AdviSTT o (),
e

and Time(B) = Time(C) = Time(A) + Qp, where D is the
uniform distribution over S, and { is defined as in (13).

Proof. The adversary C obtains [A | t'| € RE“D, which is
an instance of SelfTargetMSISy, ;, ,, and decompose t" as
t = %t + v, where t € R;‘, is the higher log p bits of t’
and v € R’;/p is the lower (logg — log p) bits. Note that t
is uniformly random in R’;, because t’ is uniformly random

in R’;. Then, C sets (A, t) as the public key of the signature
scheme and sends it to A. The public key pk generated by
IGen is indistinguishable from uniform over R{/ xR} except

with the probability Advlhf,';yg(B). Thus, with probability
Advﬂf{,’\\,'yégn(A) - Adv,“ﬂ,';}'l\fg(B), A will return a signature
(c,(z,h)) of some message u such that ||z|l, < y1 — Bi
satisfies the verification equation

¢ = H(u || UseHint, (h, [2Az] - ct; - 29,27,)).

From Lemma 1 we can write 27y, -UseHint, (h, [§AZJ —ct;-
24, 2y,) = |'§AZJ —ct;-29+u, where, |[ufje < 2y,+1. Since

|'§Aslj =t=1t;-2¢+ ty and |[to|lc <29, we can rewrite

[§AZJ—ct1~2d+u=§Az+§—ct+ct0—c§v+c§v+u

:§[A|§t+v|lk] q—zc
it

s

where w’ := (c(to + §v) +u+é), &= |'§AZJ - gAz. Since v
is a random vector uniformly distributed on R’; Ip the upper-
bound for |[u’|| is given as

0 llee < llelly - Ilbo + Evlleo + Il + £lleo
<60-Q7M 4+ D +2y,+1 <4y, = 42y,.
Note that we select d such that 60- (2471 +1) < 2y,—1, as we
described in Sect. 4.3 (see also Table 1). Thus, the adversary

A can find (z, c,u’) and u € {0, 1}* such that ||zl < y1 — B,
liclleo = 1, II']leo < 422 and
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z
H | ull[A 1Y 1L~ || =, (22)
Zu,
P
where H'(ullx) = Hll5;x), and t' := 2t + v by

definition. Since A € R/ and t' € R are random, y :=
|27 | —c| ZwT|" is a solution to  SelfTargetMSISy ., ,

defined in Definition 4, where ¢ = max{||z||c, |I§u’||oo} < 4y,
as shown in (13). O

5.5 Concrete Security

We follow the methodology of [14] to derive the security
parameters in Table 1 with minor adaptations considering
the MLWR problem. Since there are no known attacks that
benefit the module structure, we view MLWR and MSIS
problems as the LWR and SIS problems. The LWR and SIS
problems are exactly the same as those in the definitions
of MLWR and MSIS in Sect. 2.3 with the ring R, being
replaced by Z,,.

Concrete hardness of MLWR,;;p. ~We can view an
MLWR,x;p instance as an LWR instance of dimensions
256/ and 256k: we can rewrite MLWR,;;p as finding
vec(s;) € Z2% x 7% from (rot(A), vec(t)), where vec(-)
maps a vector of R, to the vector obtained by concatenating
the coefficients of its coordinates, and rot(A) € foﬁkxzw is
obtained by replacing all entries a € R of A by the 256 X256
matrix whose z-th column is vec(x*"! - g; 7). Given an LWR
instance (A, t := |'§Asj), we convert it to a LWE instance
(A, %t = As + %f), where & := [§ASJ - §As is a vector of

rounding error uniformly distributed over (3, 3). Thus, we
obtain the variance of noise of the converted LWE sample

2
as 0% = 7, and we estimate the concrete hardness (BKZ

block size b) based on the value of 256/, g and o using the
Iwe-estimator [35].

Concrete hardness of SelfTargetMSIS,, ;. .. Itis shown in
[14] that, by using a standard forking lemma argument, an
adversary to solve the above problem in the random oracle
model can solve the MSIS problem. As discussed in the
paper, since the reduction using the forking lemma lacks
tightness, our scheme also relies on the exact hardness of
analogues of the problem of (22). Under the assumption
H is a cryptographic hash function, the only approach for
solving the problem of (22) appears to be picking some w
such that H'(u||w) = ¢, and then finding a pair z, u’ that
satisfies w = Az — c%t+ %u’. Lett := w+ c%t, then we can
rewrite this as

A sy |- 3)

The concrete security that we are concerned with is the
hardness of the problem of finding a pair z, %u’ that satisfies

(23) and ||§u’||w, |lzllo < 47y,. This amounts to solving the
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y1 =2
d=14
Highbits Lowbits
Dilithium: t;: 9 bits / to: ]4 bits 7 ,/
%//// g
22”4

71 :219ﬁ=2]6

alp _Lalp d=11
‘§ Highbits Lowbm
Ours (I, IV):| 3 bits t1: 9 bits 'ty 1 viss
HH //////////////////
— 920
q= 223
yi =219 Fr=215
qlp qlp d=10
T Highbits Lowbits
Ours (LID: - 1 4bits 3 ¢: 9its 7ty 10vis
1 Wi/
p =219
g =22

Fig.10  Tllustration of the bit length of t = t; - 2¢ + to (pk part: t;, sk
part: tp).

MSISk (1+1),, problem for the matrix [A | t’].

Concrete hardness of MSIS . Furthermore, the
MSIS; +1),c instance can be mapped to a SISysex256(+1),¢ in-
stance with the matrix rot(A | t') € Z;****"D  Similarly,
the MSIS;; instance can be mapped to the SISyse.x 256107
instance. Since the values of ¢, k, [, and ¢’ in (14) of our
scheme are almost the same as those of Dilithium (only the
value of ¢ is slightly different), the MSIS instances above
are also the same. Thus, in Table 1, we refer to the BKZ
block size b to break SIS given in [14].

6. Results and Comparison
6.1 Data Size

Public key. The size of public key pk = (p, t;) in MLWRSign
is 32([log p] — d) - k + 1) bytes, while that of Dilithium is
32(([log g1—14)-k+ 1) bytes. The bit-length of a coefficient
of a polynomial of vector t; is always 9 bits, as you can see
in Fig. 10. This is because we select d such that [log,(60 -
24-1y] = log,(2y,), thus d := log(2y,) — 5. Therefore, the
bit length of t; is log p —log(2y,) + 5 =log g —log(2y») + 5,
which is equivalent to that of Dilithium.

Secret key. The size of secret key sk = (p, K, tr, s1,tp) in
MLWRSign is 112 + 32(I[log,(2n + 1)] + dk) bytes, while
that of Dilithium is 112 + 32((k + D[log,(2n + 1)] + 14k)
bytes. While in Dilithium the noise vector s, has to be
included in the secret key, it is not needed to be stored
since we can generate it in the Sign procedure thanks to
the deterministic characteristic of LWR. Furthermore, as
the modulus of t is reduced from g to p, the length of d
is less than the value fixed in Dilithium (d < 14), as you
can see in Fig. 10. The concrete sizes of the secret keys
in Dilithium [14] are 2096, 2800, 3504, and 3856 bytes
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ELINT3

for “weak”, “medium”, “recommended”, and “very high”
parameter sets, respectlvely. Thus, our secret key sizes are
short by 26% to 34%.

Signature. 'The size of the signature sig = (z,h,c) is
32l1og,(2y1) + w + k + 40 bytes. This is the same as that
of Dilithium, since the values of y;, 5; (corresponds to 8
in Dilithium) and w in our scheme are the same as those of
Dilithium.

6.2 CPU Cycles

We implemented our scheme, and the results are shown
in Table 2. They are the number of CPU cycles for
KeyGen, Sign, and Verify. The numbers for Sign are
lower quartile (L), median (M), and upper quartile (U)
of 10,000 executions each. For Verify and KeyGen, we
presented only the median of the cycles since those values
did not fluctuate significantly. Signing was performed with
a 32-byte message. Throughout this paper, we performed
the experiments on a laptop with an Intel Core i7-9700
that runs at a base clock frequency of 3.0 GHz, and the
Hyperthreading and Turbo Boost options were switched off.
The code was compiled with gcc 7.5.0. Our implementation
is based on the reference implementation of Dilithium that is
available at [14]. Furthermore, we presented an optimized
implementation of MLWRSign for CPUs that supports
the AVX2 instruction set. The optimized implementation
speeds up the polynomial multiplication and expansion of
the matrix and vectors since these computations are the most
time-consuming operations.

As we stated before, we could not utilize the NTT for
polynomial multiplication since we selected the modulus
q in the powers of 2. To mitigate this disadvantage, we
used Toom-Cook and Karatsuba polynomial multiplication
instead of NTT. Additionally, we efficiently implemented
the rounding operation with a simple bit shift following the
method used in [8], [9]. As a result, the running time of
our scheme is comparable with that of Dilithium, although
our secret key is short. Furthermore, the results show that
our AVX2-optimized version is faster than our reference
implementation in total CPU cycles by 1.49x, 1.75x, 1.89x,
1.89x, 2.08x, and 2.07x, for parameter sets (I), (I), (1),
V), (V), and (VI), respectively.

Note that CPU cycles of Sign for the parameter set III
(in the median or upper quartile) are lower than those for
the parameter set II, although the parameter set IIl achieves
higher security. This is because we use lower 7 in Ill and due
to this, the expected number of rejections is less than that of
the parameter set IL

6.3 Comparison with Other Lattice Signatures

Table 3 compares MLWRSign to lattice-based signature
schemes that are proposed for NIST PQC, in terms of
security, signature, and key sizes, and the performance of
portable C reference implementations.
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Table 2
we measure the lower quartile (L), median (M)
KeyGen, we write only the median of the cycles
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Data sizes and CPU cycles of MLWRSign. The parameter sets are from Table 1. For Sign,
, and upper quartile (U) of the cycles. For Verify and

since they do not fluctuate significantly.

I Il m v v VI
Public key size (bytes) 896 1184 1472 1760 2336 2624
Secret key size (bytes) 1392 1872 2384 2864 3856 4336
Signature size (bytes) 1387 2044 2701 3358 4672 5329
Expected repeats ( (9)) 49 8.9 4.1 5.6 3.3 3.9
Average repeats observed 4.0 8.1 32 4.7 2.4 3.0
L: 399K L: 928K L: 1029K L: 1514K L: 1934K L: 2473K
Sign cycles [ M: 631K { M: 1630K ( M: 1398K [ M: 2355K [ M: 2850K [ M: 4074K
U: 1004K U: 2780K U: 2149K U: 3900K U: 4215K U: 5965K
Verify cycles 181K 311K 473K 681K 1216K 1527K
KeyGen cycles 157K 285K 432K 626K 1259K 1447K
L: 271K L: 520K L: 555K L: 814K L: 991K L: 1304K
Sign cycles (AVX2) [ M: 429K { M: 949K ( M: 759K [ M: 1273K [ M: 1426K [ M: 2001K
U: 685K U: 1668K U: 1172K U: 2086K U: 2095K U: 2925K
Verify cycles (AVX2) 114K 170K 248K 352K 580K 719K
KeyGen cycles (AVX2) 106K 153K 213K 317K 530K 662K
Table3  Comparison with lattice signatures in reference implementations.
Scheme Sec. Cycles Cycles (AVX2) Bytes Assumption Framework
L: 1029K L: 555K
. Sign: [M: 1398K Sign: [ M: 759K pk: 1472
M(It_l\::Is R;'g:;;]] 123  Uuanaok - Lok sk: 2384 MLWR MSIS  FS with abort
Verify: 486K Verify: 254K sig: 2701
KeyGen: 447K KeyGen: 219K
L: 1363K L: 313K
Sign: [ M: 2092K Sign: [ M: 453K pk: 1472
Dilithium-III [36] 125 U: 3308K U: 688K sk: 3504 MLWE, MSIS  FS with abort
Verify: 634K Verify: 204K sig: 2701
KeyGen: 647K KeyGen: 262K
L: 890K L: 964K
Sign: [ M: 898K Sign: [ M: 974K pk: 897
Falcon-512 [37] 108 U: 924K U: 998K sk: 1281 NTRU-SIS Hash-and-sign
Verify: 122K Verify: 122K sig: 666
KeyGen:  23381K KeyGen:  27128K
L: 3753K
Sign: [ M: 6774K pk: 38432
gTESLA-p-II[12]  129* U: 12002K —t sk: 12392 RLWE FS with abort
Verify: 2122K sig: 5664
KeyGen: 28445K

* Calculated from 20295 with BKZ block size b = 489

The most compact, in terms of key and signature
sizes, lattice-based schemes are NTRU-based schemes,
e.g., Falcon [16], [38]. However, they contain several
disadvantages. One disadvantage is that the security
of these schemes is based on NTRU rather than (ring
or module variants of) LWE. The geometric structure of
NTRU lattices has recently been exploited [39] to produce
significantly better attacks against the NTRU problem with
large-modulus or small-secret, although these attacks are not
applicable to the recent parameter set used in the digital
signatures. The other disadvantage is that changing the
security levels of those schemes is not easy since it requires
a reconstruction of the schemes.

The other lattice constructions are digital signatures
based on the hardness of RLWE/LWE, e.g., [12], [32], [40].
The disadvantage of these schemes is that both key and

T No AVX2-optimized version is publicly available

signature sizes and running times are high. As you can
see in Table 3, data sizes and CPU cycles of the latest
implementation of gTESLA [12] are much higher than other
schemes.

The MLWE-based signature scheme, Dilithium, offers
reasonably small signatures and public keys, and high
speeds of signing and verification. In particular, the sum
of the size of the public key and signature of the scheme
is smaller than all the non-lattice-based schemes, to the
best of our knowledge. By basing its security on MLWR,
our scheme MLWRSign offers a smaller secret key than
Dilithium, while the size of the public key and signature are
exactly the same, and speeds of signing and verification are
at the same level.
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7. Conclusion

We proposed an MLWR-based digital signature scheme
MLWRSign, which is a variant of Dilithium that is one of
the third-round finalists of NIST PQC. To the best of our
knowledge, our scheme MLWRSign is the first signature
scheme whose security is based on the (variants of) LWR
problem. By utilizing the simplicity of LWR in our scheme,
we reduced the size of the secret key by approximately 30%
compared to Dilithium, while achieving the same level of
security. We efficiently implemented MLWRSign using the
Toom-Cook and Karatsuba polynomial multiplication, and
observed that the running time of MLWRSign is comparable
to that of the reference implementation of Dilithium.
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