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On the Security of Keyed-Homomorphic PKE: Preventing Key
Recovery Attacks and Ciphertext Validity Attacks®

SUMMARY In this short note, we formally show that Keyed-
Homomorphic Public Key Encryption (KH-PKE) is secure against key
recovery attacks and ciphertext validity attacks that have been introduced
as chosen-ciphertext attacks for homomorphic encryption.

key words: Keyed-Homomorphic PKE, CCA security, key recovery attacks,
ciphertext validity attacks

1. Introduction

Homomorphic encryption allows us to operate encrypted
data, and this attractive functionality has been applied to
construct several secure protocols, especially after the sem-
inal work by Gentry [1]. However, the fact that homomor-
phic encryption schemes are vulnerable against (adaptive)
chosen-ciphertext attacks (CCA)** is somewhat overlooked.

1.1 CCAL1 Attacks against Homomorphic Encryption

Theoretically, an adversary sends a homomorphically eval-
uated challenge ciphertext to the decryption oracle, and can
immediately break the security. One may think that this is
just a theoretical result and there is no practical impact. Even
though Bleichenbacher’s CCA attack [2] has been widely rec-
ognized, it is also widely recognized that a weaker security
level is acceptable in return for obtaining a homomorphic
property. However, several CCA attacks against concrete
homomorphic encryption schemes have been also shown.
We introduce key recovery attacks (KRA) as follows.

Key Recovery Attacks: An adversary recovers secret keys
via the access of the decryption oracle. These attacks work
well regardless of whether or not a ciphertext input to the
decryption oracle is the challenge one, and allows to recover
secret keys. Currently, many attacks have been proposed [3]—
[8]. We introduce these attacks in Sect. 1.4.

1.2 Is CCAl Security Sufficient?

Canetti et al. [9] have proposed three IND-CCA1 secure
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fully homomorphic encryption schemes. Because decryp-
tion queries can be simulated, it might be sufficient to prevent
key recovery attacks. However, CCA1 security seems to be
insufficient owing to ciphertext validity attacks (CVA) as
follows.

Ciphertext Validity Attacks: Although KRA is run via the
access of the decryption oracle, CVA is run via the access of a
ciphertext validity oracle (both before and after the challenge
phase), where the oracle takes ciphertext as an input and
determines whether it would output L or not on decryption.
We introduce the Loftus et al. attack [3] in Sect. 1.4.

1.3 Our Contribution

In this short note, we formally show that Keyed-
Homomorphic Public Key Encryption (KH-PKE) [10]-[14],
which is a CCA2 secure homomorphic encryption by intro-
ducing a designated evaluation, prevents key recovery attacks
and ciphertext validity attacks. Since several homomorphic
encryption schemes are vulnerable against these attacks as
mentioned before, our result suggests that KH-PKE is an at-
tractive option when the designated evaluation is allowable.

1.4 Related Work

Loftus et al. [3] have shown that the Gentry scheme (of
the Gentry-Halevi variant [15]) is not CCA1 secure where
a secret key z € [0,d) is recovered by O(logd) decryp-
tion queries. Zhang, Plantard, and Susilo [4] have shown a
CCA1 attack against the Dijk-Gentry-Halevi-Vaikuntanathan
scheme [16] that recovers a secret key by O(1%) decryp-
tion queries (where A is a security parameter). Chenal and
Tang [5] have shown several key recovery attacks such as
the Brakerski-Vaikuntanathan scheme [17] with nN decryp-
tion queries, where a secret key is an element of Z7 and
N = |log,(g — 1)] + 1, the other Brakerski-Vaikuntanathan
scheme [18] with [[log,(¢ — 1)] + 1/[log,(t — 1)] + 1]
decryption queries where ¢ = poly(1) € Z;, the Gentry-
Sahai-Waters scheme [19] that each decryption query recov-
ers 1 bit of each coefficient #; of the secret vector 7 € ZZ.
They have also shown that these attacks work against the
Brakerski-Gentry-Vaikuntanathan scheme [20]. The Dijk-
Gentry-Halevi-Vaikuntanathan scheme [16] with O(7) de-
cryption queries where 7 is the bit-length of the secret key

**Throughout this study, we use CCA2 or CCA as adap-
tive chosen-ciphertext attacks and CCA1 as non-adaptive chosen-
ciphertext (i.e., lunchtime) attacks.
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(which improves the abovementioned Zhang et al.’s attack).
Dahab, Galbraith, and Morais [6] have shown a key re-
covery attack against a NTRU-based scheme proposed by
Bos et al. [21] with d[log,(B)], where the scheme is con-
structed on a ring Z, [x]/(x? + 1), disa power of 2, Bis a
bound on the coefficient size of error distribution such that
B? < ¢/(36t?), and ¢ specifies a plaintext space R/tR with
R = Z[x]/(x% + 1). Chenal and Tang [7] have shown a key
recovery attack against an NTRU-based scheme proposed by
Lopez-Alt et al. [22] with [log,(B)] + n decryption queries,
and improved the Dahab-Galbraith-Morais attack. Peng [8]
showed a key recovery attack with single decryption query
against the Brakerski-Fan-Vercauteren scheme (a Ring-LWE
variant of the Brakerski scheme [23] proposed by Fan and
Vercauteren [24]) which is employed in Microsoft SEAL.

Loftus et al. [3] have shown that the Smart-Vercauteren
scheme [25] (with a modification by adding a ciphertext-
checking procedure) is IND-CCA1 secure (under a lattice-
based knowledge assumption), but is not IND-CVA secure.
This is a CCA2-like attack where an adversary obtains the
challenge ciphertext C*, adds some values to C* via homo-
morphic operations, and sends the ciphertext to the ciphertext
validity oracle. They have shown that the decryption result
of C* isrecovered by O (N log, T') ciphertext validity queries
where N is the degree of a polynomial and T defines the size
of the circuit. They insisted that “Such an oracle can often
be obtained in the real world by the attacker observing the
behavior of a party who is fed ciphertexts of the attacker’s
choosing.”. Li, Galbraith, and Ma [26] also insisted that “If
a user is storing an encrypted database in the cloud and
making queries to it, then an attacker could send ciphertexts
of its choosing in response. If these ciphertexts are invalid,
then the user might re-send the same query until a valid ci-
phertext is received in response. Such a situation precisely
gives a CVA oracle.”.

2. Keyed-Homomorphic Public Key Encryption

Emura et al. [10], [11] have proposed a KH-PKE notion.
In addition to a public and decryption key pair (pk, skg), a
homomorphic operation key sk, is defined and the evaluation
algorithm requires to take skj as input while anyone can
evaluate ciphertext freely in usual homomorphic encryption
schemes. This designated evaluation allows us to define
CCA security for outsiders who do not have skj,.

Emura et al. have shown two instantiations of their
generic construction. The first one is a multiplicative KH-
PKE scheme, which is secure under the decisional Diffie-
Hellman (DDH) assumption, and the second one is an addi-
tive KH-PKE scheme, which is secure under the decisional
composite residuosity (DCR) assumption. These schemes
are pairing-free. Later, Libert, Peters, Joye, and Yung
(LPYJ) [12] have proposed a multiplicative KH-PKE scheme
supporting threshold decryption and publicly verifiability.
Jutla and Roy (JR) [13] have also proposed a publicly veri-
fiable KH-PKE scheme with a shorter ciphertext size. The
LPYJ and JR KH-PKE schemes are pairing-based. Though
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Table1 KH-PKE schemes.

“ Homomorphism [ Assumptions ]

Emura et al. [10], [11] Multiplicative DDH

Emura et al. [10], [11] Additive DCR

LPJY [12] Multiplicative DLIN

JR [13] Multiplicative SXDH
LDMSW [14] Full LWE & iO

these KH-PKE schemes support either additive or multiplica-
tive homomorphic operation, Lai et al. [14] have proposed
Keyed-Fully Homomorphic Encryption (keyed-FHE) whose
security relies on the learning with errors (LWE) assump-
tion and indistinguishability obfuscation (iQ) [27]. Thus,
one definite future work is to construct a keyed-FHE scheme
without {O. We summarize these schemes in Table 1.
The syntax of KH-PKE is given as follows.

Definition 1 (Syntax of KH-PKE [10], [11]): Let M be a
message space and © be a binary operation over M. A
KH-PKE scheme K'H-PKE = (KeyGen, Enc, Dec, Eval)
for homomorphic operation © consists of the following four
algorithms:

KeyGen: The key generation algorithm takes a security pa-
rameter 4 € N as input, and outputs a public key pk, a
decryption key sk;, and a homomorphic operation key
sky,.

Enc: The encryption algorithm takes pk, and a message
M € M as input, and outputs a ciphertext C.

Dec: The decryption algorithm takes sk; and C as input,
and outputs M or L.

Eval: The evaluation algorithm takes skj, two ciphertexts
Cj and C; as input, and outputs a ciphertext C or L.

Next, we provide the definition of correctness. For a
public key pk generated by the KeyGen algorithm, let Cpr, p
be the set of all ciphertexts of M € M under pk.

Definition 2 (Correctness [10], [11]): We say that the KH-
PKE scheme for homomorphic operation © is correct if for
all (pk, skg, skp) < KeyGen(11), the following two con-
ditions hold: (1) For all M € M, and all C € Cpr m,
Dec(sky, C) = M holds. (2) For all My, M, € M, all C; €
Cpk,M1 ,and all C2 € Cpk,Mz» Eval(skh, Cl, Cz) € Cpk,M1 OM,
holds.

Next, we provide the definition of indistinguishability
under adaptive chosen ciphertext attacks (IND-KH-CCA).
We simply denote IND-KH-CCA as KH-CCA.

Definition 3 (KH-CCA): We say that the KH-PKE scheme
is KH-CCA secure if for any probabilistic polynomial-time
(PPT) adversary (A, the advantage

AdviESE (1) = | Prl(pk, skq, sky) — KeyGen(17);
(Mg, M;, State) — AC(find, pk); B < (0, 1);
C* — Enc(pk, Mp); B’ — A°(guess, State, C*);

— R’ 1
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is negligible in A, where O consists of oracles RevHK,
Eval(sky, -, -), and Dec(sky, -) defined as follows. Let D
be a list which is initialized as (), and is set as 9 = {C*} right
after the challenge stage.

* RevHK: Upon a request, the homomorphic key reveal
oracle responds with skj,. This oracle is available only
once.

e Eval(skp, -, -): If RevHK has already been queried be-
fore, then the evaluation oracle is not available. Other-
wise, the oracle responds to a query (Cy, Cy) with the
result of C « Eval(sky,, Cy, C»). In addition, if C # L
and either C; € D or C; € D, then the oracle updates
the list by D «— D U {C}.

* Dec(skg, -): The decryption oracle is not available if A
has queried to RevHK and A has obtained the challenge
ciphertext C*. Otherwise, the oracle responds to a query
C with the result of Dec(sky, C) if C ¢ D or returns L
otherwise.

It is particularly worth noting that any ciphertext in-
cluding the challenge one is allowed to be the inputs of the
evaluation oracle. As a restriction to avoid trivial attacks,
the challenge ciphertext and challenge-related ciphertexts
(which are listed in D) are not allowed to be input into the
decryption oracle.

Is Designated Evaluation Setting Sufficient? In KH-PKE,
the evaluation algorithm requires skj. This designated eval-
uation setting is acceptable in the following case: (1) a client
sets up a public and decryption key pair, encrypts data, and
sends the ciphertext to a server, (2) the server runs the eval-
uation algorithm for encrypted data to perform homomor-
phic operations to them, and returns the evaluation result (a
ciphertext) to the client, and (3) the client decrypts the ci-
phertext and obtains the result. As an example of this frame-
work, Shimizu et al. [28] have proposed a privacy-preserving
search mechanism for chemical compound databases using
the additive homomorphic encryption.

3. On the Security of KH-PKE

Although KH-CCA security formally states the security of
KH-PKE, in this section we formally show that KH-CCA can
prevent key recovery attacks and ciphertext validity attacks.
We assume that an adversary A is an outsider who does not
call the RevHK oracle.

3.1 KH-PKE is Secure against Key Recovery Attacks

Here, we formalize key recovery attacks in the KH-PKE
context. We assume that A recovers the actual sk, for the
sake of simplicity. However, we can easily extend it such
that A recovers an equivalent key sk, # skg where for all
M e M, and all C € Cpi m, Dec(sk/, C) = M holds.

Definition 4 (KRA Security): We say that the KH-PKE
scheme is secure against key recovery attacks if for any PPT
adversary A, the advantage
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Adviidke 7 (1) = Pr{(pk, skq, sky) — KeyGen(1);
ska & APCE) (pi)]

is negligible in A, where Dec(skg, -) is the decryption oracle
which responds to a query C with the result of Dec(sky, C).

Next, we show that if the KH-PKE scheme is KH-CCA
secure, then it is secure against key recovery attacks.” This
is somewhat trivial since the decryption oracle is available
in the definition of KH-CCA, and all decryption queries are
simulatable. Let A be an adversary that issues decryption
queries and recovers the secret key sk;. We show there
exists an algorithm B that breaks the KH-CCA security of
a KH-PKE scheme by interacting with A. First, 8 receives
pk from the KH-CCA challenger of the KH-PKE scheme.
8B forwards it to A. When A sends a decryption query,
then B forwards it to the challenger, obtains the decryption
result, and returns it to A. Since no target ciphertext exists
in key recovery attacks, A outputs sk, at some point. Then,
B chooses (Mj, M;) and sends it to the challenger, and
the challenger returns the challenge ciphertext C*." By
decrypting C*, 8B breaks the KH-CCA security. This shows
that if the KH-PKE scheme is KH-CCA secure, then it is
KRA secure.

3.2 KH-PKE is Secure against Ciphertext Validity Attacks

Here, we formalize ciphertext validity attacks in the KH-PKE
context. Since this is a CCA2-like attack, we additionally
consider the evaluation oracle that allows the adversary to
check the validity of challenge-related ciphertexts. Although
here we give an IND-type definition, Loftus et al. [3] gave
an onewayness-type definition: the challenge ciphertext C*
is associated with a hidden message M* and A recovers
M*. Our IND-type definition implies the onewayness-type
definition.

Definition 5 (IND-CVA): We say that the KH-PKE scheme
is IND-CVA secure if for any PPT adversary (A, the advan-
tage
AdvPaet 7 (1) = | Pr{(pk, skq, skp) < KeyGen(1");
(Mg, Mr, S[ate) — ﬂVaIidity(skd,-),Eval(skh,~,~) (flnd, pk);
BE10,1); ¢ — Enc(pk, M)):

B AVadY(ska. ) Evallski) (quess, State, C*):
1
B=pB1- §|

is negligible in A, where the ciphertext validity oracle
Validity(skg, -) is defined as follows.

* Validity(skg, -): The oracle takes as input C and returns
1 if the result of Dec(sky, C) is not L or returns O

TOur reduction still works in the equivalent key case. Moreover,
our reduction works even if (A is allowed to access the evaluation
oracle.

HClearly, our reduction works even if A chooses (Mg, M;‘ ).
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otherwise.

Basically, the ciphertext validity oracle is directly sim-
ulated by the decryption oracle, i.e., if the decryption oracle
returns a non-_L value, then the reduction returns 1, and oth-
erwise, if the decryption oracle returns _L, then the reduction
returns 0. Because Das et al. [29] have shown that CVA is
weaker than CCA2, one may think that it is also trivial to
show that a KH-CCA secure KH-PKE scheme is also se-
cure against ciphertext validity attacks. However, we need
to additionally simulate the ciphertext validity oracle even
when challenge-related ciphertexts containing O are queried
(remember that in the Loftus et al. attack the challenge ci-
phertext is modified via homomorphic operations, and the
modified ciphertext is sent to the ciphertext validity oracle).
Of note, a KH-CCA adversary (the reduction in this context)
is not allowed to send a ciphertext C € D to the decryption
oracle to avoid a trivial attack. However, such ciphertexts are
generated via the evaluation oracle, and thus the reduction
simply returns 1 if C € D is queried to the ciphertext validity
oracle. We emphasize that if a challenge-related ciphertext
C ¢ D is queried (it shows that homomorphic operations
were done without using skj), then it immediately breaks
the KH-CCA security. Thus, here, we are interested in the
case C € D only for handling challenge-related queries.

Next, we show that if the KH-PKE scheme is KH-CCA
secure, then it is secure against ciphertext validity attacks.
Let A be an adversary that issues ciphertext validity queries.
A is additionally allowed to access the evaluation oracle. We
show there exists an algorithm B that breaks the KH-CCA
security of a KH-PKE scheme by interacting with A. First,
B receives pk from the KH-CCA challenger of the KH-
PKE scheme. B forwards it to A. If A sends a ciphertext
validity query C, then B forwards it to the challenger as
a decryption query, obtains the decryption result M, and
returns 1 if M # 1L and 0if M = L. If A sends an evaluation
query (Ci, Cy) to B, then B forwards it to the challenger as
an evaluation query, and returns the evaluation resut C to A.
In the challenge phase, A chooses (M, M;) and sends it
to B. B forwards it to the challenger, obtains the challenge
ciphertext C*, and returns it to A. Later, 8 also manages a
set D’ which is initialized as {C*}. If A sends an evaluation
query (C1,C2) to B, then B forwards it to the challenger
as an evaluation query, and returns the evaluation result C
to A. If C # L and either C; € D’ or C; € D’, then B
updates the list by D’ « D U {C}. If A sends a ciphertext
validity query C ¢ D', then B forwards it to the challenger
as a decryption query, obtains the decryption result M, and
returns 1 if M # L and 0 if M = L. If A sends a ciphertext
validity query C € D’, then B returns 1. A outputs B’ at
some point. Then, 8 outputs B’, and breaks the KH-CCA
security. This shows that if the KH-PKE scheme is KH-CCA
secure, then it is IND-CVA secure.’

TClearly, our reduction works even if A is allowed to access
the decryption oracle.
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4. Discussion

Differences Other Post-CCA1 Security: Loftus et al. [3]
have introduced the notion of CCA-embeddable homomor-
phic encryption. From a ciphertext of a CCA secure PKE
scheme (e.g., the Cramer-Shoup PKE scheme [30]), anyone
can extract a ciphertext of a CPA homomorphic PKE scheme
(e.g., the ElGamal PKE scheme). Unfortunately, CCA se-
curity is missing after homomorphic operations. Li, Gal-
braith, and Ma [26] have modified the Gentry-Sahai-Waters
scheme [19] where the decryption algorithm generates a
fresh random one-time secret key for each decryption. They
insisted that the scheme is secure against ciphertext valid-
ity attacks because no valid ciphertext notion is introduced
(i.e, the decryption algorithm does not output L). Owing
to the Chenal-Tang key recovery attack against the Gentry-
Sahai-Waters scheme [5], some bits of the one-time private
key are recovered by decryption queries, however, this does
not allow the adversary to compute a valid secret key owing
to the freshness. Although this attempt is attractive, it is
not proved that the modified Gentry-Sahai-Waters scheme is
IND-CCAL secure. Desmedt et al. [31] have proposed con-
trolled homomorphic encryption where a token is required
for evaluation. This also introduces the designated evalu-
ation setting but does not consider any CCA security. Joo
and Yun [32] proposed homomorphic authenticated encryp-
tion and defined its CCA security. Unlike KH-PKE, it is
symmetric key encryption.

Is Double Encryption Sufficient? Emura et al. have shown
that a simple double encryption produces the designated
evaluation where a plaintext is encrypted by a CCA1 homo-
morphic PKE scheme, and the ciphertext is again encrypted
by a CCA2 PKE scheme. Then the decryption key of the
CCAZ2 PKE scheme is regarded as skj. It may be sufficient
to prevent key recovery attacks, but is insufficient to prevent
ciphertext validity attacks. Let the inner PKE be CCA1 se-
cure but not CVA secure (as the modified Smart-Vercauteren
scheme [3]). After obtaining the challenge ciphertext, if a
CVA adversary calls the ciphertext validity oracle, then the
scheme is broken. If a CVA secure PKE scheme, or rather
CCAL1.5 secure PKE scheme'’, is employed as the inner
PKE, then it may be sufficient to protect the scheme against
outsider adversaries. However, KH-CCA security considers
the following case, which is not captured by double encryp-
tion: an adversary issues decryption queries even after the
challenge phase and later the adversary obtains skj, via the
RevHK oracle. Although there is a room for argument on
whether or not this case affects security in practice, neverthe-
less, we insist that stronger security should be considered as
much as possible as long as the homomorphic functionality
is provided.

TTDas et al. [29] defined CCA1.5 where the decryption oracle
is available before the challenge phase and the ciphertext validity
oracle is available even after the challenge phase. They showed
that CCA1.5 is stronger than CCA1 but is weaker than (replayable)
CCA2.
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