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Real-Time Monitoring Systems That Provide M2M Communication
between Machines
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SUMMARY Artificial intelligence and the introduction of Internet of
Things technologies have benefited from technological advances and new
automated computer system technologies. Eventually, it is now possible
to integrate them into a single offline industrial system. This is accom-
plished through machine-to-machine communication, which eliminates the
human factor. The purpose of this article is to examine security systems for
machine-to-machine communication systems that rely on identification and
authentication algorithms for real-time monitoring. The article investigates
security methods for quickly resolving data processing issues by using the
Security operations Center’s main machine to identify and authenticate de-
vices from 19 different machines. The results indicate that when machines
are running offline and performing various tasks, they can be exposed to
data leaks and malware attacks by both the individual machine and the
system as a whole. The study looks at the operation of 19 computers, 7
of which were subjected to data leakage and malware attacks. AnyLogic
software is used to create visual representations of the results using wire-
less networks and algorithms based on previously processed methods. The
W76S is used as a protective element within intelligent sensors due to its
built-in memory protection. For 4 machines, the data leakage time with
malware attacks was 70 s. For 10 machines, the duration was 150 s with
3 attacks. Machine 15 had the longest attack duration, lasting 190 s and
involving 6 malware attacks, while machine 19 had the shortest attack du-
ration, lasting 200 s and involving 7 malware attacks. The highest numbers
indicated that attempting to hack a system increased the risk of damaging
a device, potentially resulting in the entire system with connected devices
failing. Thus, illegal attacks by attackers using malware may be identi-
fied over time, and data processing effects can be prevented by intelligent
control. The results reveal that applying identification and authentication
methods using a protocol increases cyber-physical system security while
also allowing real-time monitoring of offline system security.
key words: machine-to-machine communication, trust, wireless systems,
offline operation, data transmission, Internet of Things, intelligent control

1. Introduction

Machine-to-machine (M2M) communication networks open
up new possibilities for developing and implementing mul-
tifunctional user applications without the need for human
intervention. This allows for remote monitoring through
the use of communications and hardware. Due to the lim-
ited resources available to machines and auxiliary devices
in M2M communication networks during operation, some
limitations apply. Electricity, bandwidth, storage, and com-
plex calculations are examples of such limitations. With
such limitations, issues arise when designing networks for
M2M communications and pose a threat to the security and
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confidentiality of data stored on cloud servers [1]. This em-
phasises the importance of researching potential threats that
may exist in M2M systems and resolving them using newer
and appropriate solutions [2]. M2M communications allow
data to be exchanged using a communication system that
links a set of sensors, a wireless network, and a computer
with Internet access [3]. The term M2M is linked to the In-
ternet of Things, in which electronic devices are linked via
intelligent networks via a wireless communication channel
[4]. M2M networks can use a variety of communication
technologies such as cellular GSM, Wi-Fi, GPRS, EDGE,
4G, ZigBee, and others as communication channels for re-
ceiving and processing data. In the energy sector, ZigBee
and M2M interconnections are used, for example, to control
the management of solar and wind power plants [3], [5].

Sensors and other intelligent devices provide data from
traditional computer networks. Security and data process-
ing centres that deal with IT technologies are usually where
these types of data are typically processed. The data volume
of these can range from a few kilobytes to several megabytes
[6]. There are numerous uses for the data generated by M2M
devices in a variety of industries. They extract data via user
applications that must adhere to security and privacy poli-
cies to avoid negative scenarios as a result of intruders’ mal-
ware software attempts [3], [7].

1.1 Literature Review

The article [8] describes how to implement two-way au-
thentication in the Internet of Things via a scheme based
on existing Internet standards, protocols, and encryption al-
gorithms such as RSA (6LoWPAN). Today, they are widely
used in power-efficient wireless networks [9]. Using sig-
nature schemes and block encryption algorithms, the trans-
mission model [10] satisfies the security requirements for
anonymity and confidentiality of devices equipped with
smart technologies (Internet of Things). Confidentiality and
integrity in [11] are described as an existing management
system key that is used to support modern M2M commu-
nications. The user authentication scheme and session key
mutual agreement for WSN and M2M, which is proposed
in [12], allows for secure session key negotiation between
sensor nodes and the network. The main challenge is that
identifying users for the desired access and control requires
complex computational procedures that consume a lot of re-
sources and power from the user node [13]. Access control
for nodes responsible for data collection is one of the ac-
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companying identification problems, as described in [14].
The authors devised a scheme for accepting and employing
limited resources that allowed for the creation of only one
encrypted key per user node. The identification system for
emergencies resulting from M2M communications [15] is
comprised of a registration process, user authentication, and
a privacy policy. It can restrict access to data and informa-
tion for legitimate users based on the severity of an emer-
gency. The structure of the security archive is described in
[16], which employs a prototype request processing mech-
anism for processed data streams that ensures data integrity
and effectively provides data confidentiality.

A trust score is an important parameter in M2M com-
munications during offline operation. The articles [17], [18]
assess the level of trust that Internet of Things objects have.
Objects are smart devices that use smart technologies and
are connected to a wireless network with heterogeneous
characteristics that allow an object to interact in a shared
system. To prevent hostile software attacks, the objects are
based on trust characteristics, which are algorithms with
keywords and encryption algorithms [19]. There are two
nodes in the dynamic distributed trust management protocol
[20] that meet and complete the transaction at a single com-
mon point in time. After that, data exchange between nodes
is used to evaluate the quality of their interactions. This
means that evaluation and comparison are done for other
nodes with which an intersection was possible. The social
network concept developed in [21] introduces intelligent de-
vices that can form social relationships among themselves,
posing a social threat in the shared M2M communication
system.

1.2 Problem Statement

The important problem is the modern development of wire-
less technologies with the use of M2M communication and
intelligent devices for processing and recording data during
offline operations, which are at risk of security due to the in-
troduction and penetration of malware into the shared M2M
monitoring system.

The purpose is to study security systems for M2M
communication systems that require real-time monitoring
based on the use of identification and authentication algo-
rithms.

The objectives are:
- an analysis of the applications of M2M communication
technologies, including their advantages and prospects;
- research on identification and authentication algorithms to
ensure the safe operation of wireless technologies;
- research on the compatibility of identification and authen-
tication algorithms in a shared system;
- an analysis of the advantages and prospects of using M2M
communication for industrial purposes;
- research on the classification algorithm for M2M commu-
nication; and
- analysis and study of trust assessment and its parameters
in M2M communications during offline operations.

The experimental part of this study aims to develop
a methodology for managing, controlling, and monitoring
system resources by simulating unauthorised access by mal-
ware and performing the necessary processes.

The academic novelty of this article is that it examines
the methods and parameters of M2M security using wireless
technologies, with an emphasis on the use of algorithms for
identifying and authenticating intelligent devices for real-
time monitoring.

The implementation limitations are that the M2M com-
munication is studied in a connected system visually and us-
ing software via WSN wireless networks for conducting ex-
periments involving intelligent devices and M2M communi-
cation.

2. Materials and Methods

The purpose of this article is to investigate methods for iden-
tifying, classifying, and authenticating intelligent devices
and computers using protocols based on computational al-
gorithms. These are based on wireless networks and allow
for real-time system monitoring. AnyLogic software is used
to create visual representations of the results using wire-
less networks and algorithms based on previously processed
methods. We chose the Anylogic Simulation software be-
cause it is a leading simulation software for industrial and
business applications, utilized by over 40% of fortune 100
companies today (https://www.anylogic.com). The W76S is
used as a protective element within intelligent sensors due
to its built-in memory protection.

2.1 Device Identification

Clustering is done offline to determine which node is the
cluster head (CH) and which node is a cluster member
(CM). Following that, nodes are classified as genuine or at-
tacked devices based on the characteristics of a trust score
in order to optimize the clustering process. Using these
weighting values, a trust-score value ranging from 0 to 1
is computed.

Nodes are classified as authentic or attacked based on
their trust-score value. Attacked devices update the CM list,
whereas legitimate devices update the CH list. To compute
the CH for a particular interval, the trust-score value of each
node in the CH list is calculated on a periodic interval. The
data transmission time interval is advertised and announced
by the designated CH. At each interval, the remaining en-
ergy for the CH is checked, and the cluster cycle is modified
correspondingly [22]. In M2M communications, identifi-
cation and classification protocols are used to identify and
classify devices. These involve a large number of intelli-
gent devices that can communicate and interact with one an-
other without the need for human intervention by receiving
data. The Efficient Device Type Detection and Classifica-
tion (EDDC) protocol [23] is one of these protocols that has
been developed. The protocol is based on determining the
type of device and includes an identification step that calcu-
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lates each node’s periodic trust-score value. The Trust Score
(TS) is computed and identified first. The node is identified
as an unidentified device if its TS value is greater than the
global trust-score threshold value. In another scenario, the
node can be identified as an attacked device.

A method for calculating the trust score has been devel-
oped to identify legitimate devices or possible malware at-
tacks on nodes. It is based on the use of three main parame-
ters when each node’s periodic value is calculated. Success-
ful Packet Delivery (SPD), Energy Level (EL), and Node
Degree (ND) are among the metrics chosen as reliable in-
dicators of malware behaviour and the consequences of a
malware attack. In algorithm 1 [23] TS n obtains the trust
score n and calculates the trust scores using these three pa-
rameters.

In the event of a malware attack, the SPD is a vulner-
able node. It takes on a malicious task and ensures that
the network runs smoothly. Through this node, data is ex-
changed with other nodes and this node can figure out the
SPD trust score for each device. The SPD node is calcu-
lated as follows [23]–[25]:

SPDn =
nrcv(t−1,t)

nge(t−1,t) (1)

where nrcv(t−1,t) and nge(t−1,t) are the total number of data
packets received and generated in the time interval from t−1
to t. Nodes with higher SPD values are more likely to be
identified as unidentified (legitimate) devices.

The EL trust is determined in the nodes that consume
energy faster while also acting as recommended parameters
for data transmission or CH selection. These nodes can also
be interpreted as malicious. It is necessary to calculate the
trust score reliably by each device’s current level of remain-
ing energy:

EL =
Erem(nt)

Ei(n)
, (2)

where Erem(nt) is the remaining energy at a certain time t,
and the value Ei(n) is the initial energy level. If the node
contains extremely high EL values, in this case, it is more
likely to be identified as a legitimate device.

A malicious attack using software, eavesdropping, or
data leakage can attract the source of information with false
statements sufficient for neighbouring devices to send infor-
mation a short geographical distance to the destination. The
number of neighbours NC of node n at time t is calculated
using RSSI:

NC = count
[

n
distance(n, pi)

< RSSI
]
, (3)

where n , pi and distance (n, pi) calculates the distance to
the location of n and pith ∈ N, using RSSI for n. NC is used
to calculate the trust-score value and is calculated using the
formula:

NDn = 1 −
(

1
NC

)
(4)

The number of closest or single nodes to the present node
under examination, n, is computed in the following equa-
tion. This is accomplished by examining the RSSI bound-
aries, i.e. the distance between the present node n and its
nearest node pi must be less than the RSSI value of the node
under consideration. The count parameter reflects the total
number of NC nodes that match the RSSI criterion and are
regarded the closest nodes to the node n under investigation
at the time. A weighted technique is used to determine node
n’s ultimate trust-score value:

TS =
(
ω1SPDn

)
+

(
ω2ELn

)
+

(
ω3NDn

)
, (5)

where the values w1, w2 and w3 are chosen as 0.5, 0.4, and
0.4, respectively, so that the sum is 1.

2.2 Device Classification

Following the identification algorithm, device input and data
input for the classification of devices are the next steps. It is
shown in Algorithm 2 [23]. It uses a trust-score value that
is calculated regularly, with each sensor node being identi-
fied and accepted by legitimate devices and nodes that are
vulnerable to malware attacks. The trust score must be cal-
culated for each node in the network using the data delivery
and receipt coefficient. Additionally, the available energy is
calculated, and the number of neighbours is identified.

To begin the classification process, clusters composed
of a CH and CMs must first be classified. Legitimate nodes
are considered for further CH selection, while malware-
infected nodes serve as CMs. For each node, a trust score
is calculated. The CH in the network is then chosen based
on the trust-score value. The CH indicates the maximum
energy consumption because it must be active at all times
during the data transfer process [23], [26].

2.3 Device Authentication

An intelligent sensor with a protected element W76S (SE)
and a 4-megabyte protected memory element W76F are ex-
amples of such devices (Fig. 1), as is a router with a Trusted
Platform Module (TPM). Based on [27], the suggested sys-
tem consists of two procedures: a) the registration proce-
dure, in which the sensor registers with the Authentication
Server (AS), and b) the authentication procedure, in which
the sensor and the router are mutually authenticated [28].

There is a 4-megabyte W75F protected memory ele-
ment that is part of the W76S protected element. This mem-
ory can be expanded to meet specific needs. The W76S is
a 32-bit computer with a Reduced Instruction Set (RISC).
It has a Memory Protection Unit and a core clock fre-
quency of up to 100 MHz (MPU). W76S employs a vari-
ety of cryptographic coprocessors, including 3DES, AES
128/192/256, RSA-2048/4096, and ECC 521, as well as
True RNG and Side-Channel Attacks (SCA). It can also be
used for Embedded Universal Integrated Circuit (eUICC)
applications, which support multi-purpose, remote provi-
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Fig. 1 W76S protected element with 4-megabyte W76F protected memory element.

sioning, and improve the M2M ecosystem’s operational ef-
ficiency [27], [29].

The W75F Secure Flash Solution is the first secure
flash memory device to be Common Criteria (CC) EAL5+

certified. The W75F memory element protects the confiden-
tiality and integrity of data code in the Internet of Things
devices and M2M communications by providing eXecute-
in-Place (XiP) security.

Universal Integrated Circuit Card (UICC), integrated
security element, artificial intelligence (AI) platforms, and
integrated Hardware Security Modules (HSM) for automo-
tive subsystems are some examples of use cases.

The W75F secure memory element provides the safest
external code and data storage. This is a safe way to process
connected devices that want to keep their products safe from
threats like replay, rollback, attacker-in-the-middle attacks,
sniffing, side channels and error injection.

The processes of device registration and authentication
are following: x is a secret key protected by AS; PSK is a
secure pre-key between AS and router; IDi is the identifica-
tion of intelligent sensor i; AIDi is the alias of an object I;
F i is the formation of functions; Ski is a shared key between
intelligent sensor i and TPM router; Ri is a random number
generated by a pseudorandom number generator; h(.) is a
one-way hash function; ‖ is the concatenation operator; ⊕ is
the XOR operation [27].

AS generates a secure set of pre-keys PSKi, i = 1, . . . , n
and sends each PSKi to a router.
1) Intelligent sensor→ AS ;

2) f1i = h(IDi||x), f2i = h ( f1i) , f3i = PS K ⊕ f1i (6)

the purpose of f1i, f2i is to build a connection between the
sensor ID and AS
3) AS→ smart sensor [27].
After registration, the router authenticates each sensor. The
sensor does not use real data for authorisation on the router
during the authentication procedure. Thus, an attacker can-
not overhear the smart sensor’s ID. The steps involved in the
authentication process are:

1) The intelligent sensor generates a random number Ri

and stores it in the protected element W76S of the
sensor, after which the parameter M1 is calculated
as follows:

M1 = h ( f2i) ⊕ Ri (7)

After that, the sensor calculates aliases as:

AIDi = h (R1) ⊕ IDi (8)

and calculates the parameter M2:

M2 = h (Ri ||M1||AIDi) (9)

2) Smart sensor→ routerI ,
3) After receiving the authentication request, the router

performs the following actions:
- the router extracts f1i using a pre-shared PSK key f1i =

f3i ⊕ PSK
- then the router gets R1 and IDi for the formula:

Ri = M1 ⊕ h ( f2i) and IDi = AIDi ⊕ h (Ri) (10)

- then routeri calculates whether the h (Ri ‖M1‖AIDi) value
is equal to M2 where the authentication request is rejected if
h (Ri ‖M1‖AIDi) and M2 are not the same.
- next, the router generates a random number R2, which is
stored in the router’s TPM, then it calculates AIDj, M′1 and
M′2 by formulas:

AID j = R2 ⊕ h (IDi) (11)
M′1 = f1i ⊕ h (IDi) (12)

M′2 = h
(
M′1

∥∥∥AID j

∥∥∥ R2 (13)

- finally, the router calculates the session key SKij by the
formula:

S Ki j = h (Ri‖R2) (14)

4) Routeri → intelligent sensor, where the router sends
back to the sensor an authentication response (mes-
sage 4), including M′1, M′2 and AID j.

5) The intelligent sensor extracts R2 according to the
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Fig. 2 M2M communication monitoring systems and states in different conditions.

formulas:

AID j ⊕ h (IDi) (15)

h
(
R2

∥∥∥M′1
∥∥∥ AID j

)
(16)

If they are equal, the router calculates the session key SKij
using the formula (16).

Finally, the intelligent sensor calculates M′′1 by the for-
mula:

SKi j ⊕ h (R2) (17)

6) Smart sensor→ router, where the smart sensor sends
a message 5 that includes M′′1 routeri.

7) After receiving message 5, the router uses its session
key SKi j calculated in step 3 to receive h(R2). The
router then calculates SKi j ⊕ M′′1 and compares it
with the value h(R2). If they are equal, it means that
the intelligent sensor owns a legitimate session key
[27]–[29].

3. Results

This article examines the M2M communication relation-
ship, which is based on intelligent sensors and machines that
are connected to a shared system in real-time and operate of-
fline. Using AnyLogic software simulation, the main com-
puter of the security operations centre is monitored. The
M2M communication control structure consists of 19 ma-
chines, numbered from 1 to 19. Each machine includes
an M2M server, main network, M2M network, and sen-
sors. M2M servers are connected between each other, and

each machine is connected with Security Operations Cen-
tre (SoC). Moreover, it contains a data set derived from data
collected by intelligent sensors on computers under the con-
trol of the Security Operations Centre (SoC).

Data from smart sensors helped figure out the state and
interaction of machines in different work processes in Fig. 2.
Processes such as identification, classification, and authenti-
cation are examples. If the machines are operating in offline
mode, they begin at the starting point (shown in pink), and
their final operation is the crash condition (shown in grey),
after which they can restart automatically and continue op-
erating. Data leakage occurs when attackers use malware to
try to break into the system.

Machine startup and authentication, which ensures the
machines’ safety and data storage, cause M2M communica-
tion delays. In some cases, attackers can get around the au-
thentication process, which can harm the performance of the
machine and the system as a whole. Additional authentica-
tion is required after that. Complex verification algorithms
are linked to errors that most commonly occur during the
authentication process. These are based on the use of alge-
braic formulas and encryption algorithms, which can result
in errors if a machine runs incorrectly during data process-
ing. A denial-of-service (DoS) attack is a malware-based
hacker attack on a computer system that results in system
failure and crash.

Figure 2 shows two identical 19-machine circuits. Of
these, one depicts the system’s active state of operation in
the shared SoC environment. The other chart shows ma-
chines that became disabled as a result of data leakage and
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Table 1 Results of machine malware attacks.

malware attacks. Due to the offline operation, the machine
state tracking process is a chart of 19 machines that have
been subjected to various processes and unwanted failures
over time.

Machines 13 and 15 are exposed to system hacking and
data leakage for 200 s, as shown in Fig. 2, resulting in the
early authentication of all machines in the system for data
security and confidentiality. Fig. 2 shows that the attacks
lasted 200 s, with multiple attacks on the computer system.
Machine 13 was subjected to 7 attack attempts, while ma-
chine 19 was subjected to 6. Each unexpected malware at-
tack triggered an authentication process. Machines 11 and
19 were subjected to a brief data leakage attack between
200 and 300 s at the beginning of the authentication process.
Similarly, machines 1 and 8 were re-authenticated between
400 and 450 s, which caused them to have a short data leak.
Machine 10, which had failed as a result of the operation,
had been subjected to a brief malware attack 3 times be-
tween 660 and 800 s after restarting the system, resulting in
data leakage.

Table 1 summarises the test results of the machines in
the shared system during offline operation.

The table shows that data leakage with malware attacks
lasts 70 s for 4 machines. The duration for 10 machines is
150 s, with 3 attacks. Machine 15 had the longest attack du-
ration, lasting 190 s and involving 6 malware attacks, while
machine 19 had the shortest attack duration, lasting 200 s
and involving 7 malware attacks. The highest numbers in-
dicate that attempting to hack a system increases the risk of
damaging a device, potentially resulting in the entire system
with connected devices failing.

4. Discussion

Year after year, the rate of technological advancement
in computer software applications continues to accelerate.
This suggests that wireless technology is also improving.
Moreover, it has a wide range of applications:
- various machine learning models and schemes;
- the Internet of Things;
- communication networks based on the interaction of vari-
ous intelligent sensors and the use of M2M communication.

Existing knowledge and academic publications about
this subject help make sure that the appropriate equipment is
safe to use. This, in turn, enables the national level of safety
to be raised. People use a lot of different protocols that use

computational logarithms to make machines run more effi-
ciently and keep them safe. These can make sure that all
the machines work together well in a single monitoring and
control system [3]–[11].

The use of an authentication scheme for M2M commu-
nication systems in a shared cyber-physical system in oper-
ation [30], [31] with support for intelligent devices based on
the Internet of Things is one possible solution for increas-
ing efficiency. To increase security, the scheme allows any
pair of objects in the M2M network to mutually authenticate
each other and agree on a session key for data transmission.
It requires the user to possess only one secret key, which the
M2M service provider can supply. With it, the user can nav-
igate freely through the M2M network and authenticate at
any of the domain’s gateways. The authentication scheme
does not rely on complex computational processes or cryp-
tographic operations with a public key. In contrast, authenti-
cation is accomplished through the use of symmetric key en-
cryption and a small number of hash accesses. The scheme,
on the other hand, is better suited to devices with limited
computing and storage resources. The presence of ineffec-
tive protective elements in the scheme accounts for this.

The research [32] identifies known optimization issues
and provides a scalable priority-based resource allocation
system for M2M communication in the LTE/LTE-Advance
network. The resource allocation system provided finds a
compromise between resource usage and application prior-
ity support. The suggested scheduling algorithm surpasses
the usual algorithms in terms of resource sharing fairness,
average resource usage, QCI priority support, and delay
budget violation, according to the results.

The authors of [28] propose an improved M2M au-
thentication protocol that could be used offline. It enables
a high level of security as well as a high data exchange rate.
The increase in computing load and communication over-
head costs are unaffected by this protocol. This, in turn, en-
sures data storage when mutual authentication is achieved,
the session key is negotiated, and the confidentiality of de-
vice identification data is increased for better resistance to
various attacks. The protocol development process is di-
vided into three phases: registration, key negotiation, and
text message. The number of messages used for M2M au-
thentication is minimised by using 6 messages between the
server and the devices. The proposed protocol is safe and
secure against various attacks in simulations based on auto-
mated verification of protocols and applications for Internet
security.

The authors of [33] demonstrated that, with a suitable
training mechanism, numerous M2M agents may success-
fully collaborate in a distributed manner, resulting in net-
work performance that exceeds previous intelligence tech-
niques in terms of convergence speed and achieving the EE
and QoS criteria.

The encryption scheme with a dynamic key for M2M
wireless communication described in [31], [34], [35] is
based on exploiting the random and dynamic nature of the
physical communication layer to develop low-cost encryp-
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tion schemes. The authors consider the study of the dynamic
key generation process. This is accomplished by combin-
ing a previously shared secret key extracted from a physical
communication channel file with parameters shared by two
M2M devices. Based on complex calculations, this scheme
ensures a high level of security for M2M communications.
It can eventually cause minor delays in the shared network
of connected devices. A lighter method is used in this study.
It aims to identify devices fairly quickly using simple algo-
rithms that contribute to the creation of security for M2M
communications.

5. Conclusion

The article discusses security methods for quickly resolv-
ing data processing issues by using the SoC’s main machine
to identify and authenticate the devices on 19 machines.
The results suggest that machines can be vulnerable to data
leaks and malware attacks when they are offline and pro-
cessing different processes. This applies to both individual
machines and the system as a whole. AnyLogic software
was used to simulate the operation of 19 machines, 7 of
which were subjected to unwanted data leakage processes
and malware attacks.

The duration of data leakage with malware attacks for
4 machines was 70 s. The duration for 10 machines was
150 s with 3 attacks. Machine 15 had the longest attack du-
ration, lasting 190 s and involving 6 malware attacks, while
machine 19 had the shortest attack duration, lasting 200 s
and involving 7 malware attacks. The highest numbers indi-
cated that attempting to hack a system increased the risk of
damaging a device, potentially resulting in the entire system
with connected devices failing.

The obtained results have practical value because they
demonstrate how, over time, processes of object identifi-
cation and classification are carried out to recognise data
from intelligent sensors in an offline communication sys-
tem. Moreover, the process of device and machine authen-
tication is examined to avoid negative scenarios during the
operation of machines via wired communication. The use of
wireless technologies to study M2M security methods and
parameters adds scientific value to the results. Thus, unau-
thorized attacks by intruders employing malware can be de-
tected over time, and the consequences of data processing
can be avoided through intelligent control.

The results show that this protocol-based approach to
using identification and authentication algorithms improves
cyber-physical system security while also providing real-
time monitoring of offline system security. In the future,
we plan to conduct research with the participation of more
computers.
Abbreviations: AS – authentication server; CC – current
cluster; Dos – denial of service; EDGE – enhanced data rates
for GSM evolution; EDDC – efficient device type detection
and classification; EL – energy level; eUICC – embedded
universal integrated circuit card; GPRS – general packet Ra-
dio Service; GSM – group special mobile; GT – global trust-

score; HSM – hardware security modules; IT – information
technology; LTE – long term evolution; M2M – machine-
to-machine; NC – number of neighbors; ND – node de-
gree; QCI – QoS (quality of service) class identifier; RISC –
reduced instruction set of computers; RSA – Rivest, Shamir
and Adleman; RSSI – received signal strength indication;
SCA – side-channel attacks; SPD – successful packet de-
livery; SoC – security operations centre; TS – trust score;
UICC – embedded universal circuit card; Wi-Fi – wireless fi-
delity; WSN – wireless sensor network; 4G – 4th generation.
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