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New infinite classes of 0-APN power functions over [Fan*

Huijuan ZHOU', Student Member, Zepeng ZHUO'®, and Guolong CHEN'!, Nonmembers

SUMMARY  Constructing new families of APN functions is
an important and challenging topic. Up to now, only six infi-
nite families of APN monomials have been found on finite fields
of even characteristic. To study APN functions, partially AP-
N functions have attracted plenty of researchers’ particular in-
terests recently. In this paper, we propose several new infinite
classes of 0-APN power functions over Fan by using the multi-
variate method and resultant elimination. Furthermore, we use
Magma soft to show that these 0-APN power functions are CCZ-
inequivalent to the known 0-APN power functions.

key words: APN function, 0-APN power function, multivariate
method, resultant

1. Introduction

Differential uniformity is an important concept that
quantifies the security of highly nonlinear functions
used in many block ciphers. The definitions of dif-
ferential uniformity and APN (Almost Perfect Nonlin-
ear) functions were introduced by Nyberg [14]. Cryp-
tographic functions over Fon with low differential uni-
formity and high nonlinearity are widely used in sym-
metric cipher design, allowing to resist known attacks
(such as resisting differential cryptanalysis in block ci-
phers [8]). Throughout this paper, let Fon be the finite
field consisting with 2" elements and F3. = Fa.\{0}.
For a function f: Fon — Fan, the derivative of f(z) is
defined by D, f(z) = f(z 4+ a) + f(x), where z € Fan
and a € F%,.. For any b € Fon, we define

67(a,b) = {x € Fon | f(z + a) + f(z) = b}/,

where | S | denotes the cardinality of a set S, and
define Ay = max{ds(a,b) : a € F3.,b € Fan}, which is
called the differential uniformity of f. A function f
over Fon is called APN function if its differential u-
niformity Ay = 2. APN functions (differentially 2-
uniform functions) have optimal differential uniformity
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over Fon, and they are often used in block ciphers and
coding theory [1], [12],[19]. In the last three decades,
one of the most important topics in the study of APN
functions is constructing new families of APN function-
s. For instance, Yu et al. constructed more quadratic
APN functions with the QAM method in [21], Beierle et
al. presented new instances of quadratic APN functions
in [3], and Zheng et al. constructed new APN functions
by relative trace functions in [22]. However, it has been
difficult to summarize these known constructions in a
general form. The reader may refer to [4],[7],[18] for
more results of APN functions.

Since it is difficult to construct APN functions di-
rectly, some researchers propose to modify the defini-
tion of APN functions, that is, to construct APN-like
functions with some properties of APN functions by
changing the determined points. Blondeau et al. pro-
posed the concept of locally-APN to study the differen-
tial properties of the functions  — 22 ~! and obtained
an infinite class of locally-APN but not APN functions
in [2]. Budaghyan et al. in [6] proposed the concept of
the partially APN as follows.

Definition 1: ([6]) Let 2o € Fan. We call an (n,n)-
function F a (partial) zo-APN function, or simply x¢-
APN function, if all the points w, v satisfying F(xo) +
F(u) + F(v) + F(xo +u +v) = 0, belong to the curve
(xo +u)(xo+v)(u+v) =0.

We usually refer to the partial APN function simply as
2o-APN or pAPN. If F'is an APN function, then F'is a
2o-APN function for any xy € Fan. This is a sufficient
and unnecessary condition since there are many exam-
ples that they are xo-APN functions for some zg € Fon
but not APN functions. Hence, the 2¢o-APN function is
an interesting research object, and one of its important
directions is to construct more infinite classes of xg-
APN functions. Furthermore, F'is a 0-APN function if
and only if the equation F'(x+ 1)+ F(x)+1 = 0 has no
solution in Fan \F5. In [5], [6] Budaghyan et al. explicit-
ly constructed some 0-APN power functions f(z) = 2¢
over Fon, and they further gave the exponents of all
power functions over Fon for 1 < n < 11 that are O-
APN but not APN functions. Moreover, Pott proved
that for any n > 3, there are partial 0-APN permuta-
tions on Fan in [16]. In [17], Qu and Li got seven class-
es of 0-APN power functions over Fon and gave that
two of them are locally-APN. In [20], Wang and Zha
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proposed several new infinite classes of 0-APN power
functions using the multivariate method and resultan-
t elimination. Very recently, some infinite classes of
0-APN power functions over Fon were constructed in
[10],[13]. To further investigate the new 0-APN func-
tions, we list some pairs of (d,n) that are not yet “ex-
plained” in [5], seeing Table 1. In this paper, we give
new infinite classes of 0-APN functions using the mul-
tivariate method and resultant elimination. Moreover,
the 0-APN power functions obtained in this paper are
CCZ-inequivalent to the known ones.

The rest of this paper is organized as follows. Sec-
tion 2 gives some necessary definitions and results. Sec-
tion 3 presents some infinite classes of 0-APN power
functions over Fan. Section 4 verifies the inequality
of our constructed functions with the existing 0-APN
functions. Section 5 summarizes the work of this paper.

Table 1  Power functions F(z) = x* over Fan for 1 < n < 11
which are not yet “explained”.

n d

9 61, 91, 175, 187

10 111, 117, 147, 87, 237, 375

79, 109, 183, 251, 367, 695, 29, b1, 53, 55, 75, 83, 101
111, 113, 125, 139, 149, 155, 157, 167, 173, 179, 181
185, 187, 201, 203, 213, 215, 217, 219, 223, 229, 247
295, 309, 311, 317, 331, 333, 335, 339, 347, 351, 359
11 371, 373, 375,379, 427, 469, 471, 475, 477, 491, 493
727, 735, 751, 763, 61, 77, 87, 91, 105, 119, 123, 141
147, 165, 175, 211, 233, 237, 239, 349, 363, 415, 431
439, 501, 503, 699, 509, 115, 207, 253, 299, 437, 759
103

2. Preliminaries

In this section, we provide some known results which
will be used in this paper. We first recall the conditions
for the CCZ equivalence of power functions on Fyn.

Lemma 1: ([9]) The power functions py(x) = x* and
pi(z) = 2! on GF(p") are CCZ equivalent, if and only
if there exists a number 0 < a < n, such that [ = p®k
(mod p™ — 1) or kl = p® (mod p™ — 1).

Remark 1: To demonstrate the inequality between t-
wo power functions, it suffices to verify whether their
exponents satisfy the aforementioned equation. How-
ever, confirming the equivalence among multiple power
functions poses a difficult work. Therefore, we adop-
t a novel approach to confirm the inequality between
the 0-APN functions. In [5], Budaghyan et al. pro-
posed the size of the pAPN spectrum is preserved un-
der CCZ-equivalence. So if two pAPN functions are e-
quivalent, then their corresponding spectrums are also
equal. Conversely, if two pAPN functions have differ-
ent spectrums, then they must be not equivalent. If the
two functions belong to different finite fields, then their
spectrums must be different.
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Lemma 2: ([11]) Let ¢ be a prime power and let f be
an irreducible polynomial over Fy» of degree n. Then
f(z) = 0 has n distinct roots = in Fyn.

Next, we give the resultant of two polynomials to
solve the solutions of a system of polynomial equations.

Definition 2: ([11]) Let ¢ be a prime power, and
F,[x] be the polynomial ring over F,. Let f(x) =
apzr™ + a1zt + - +a, € F,lz] and g(x) = box™ +
biz™ 1+ +b,, € F,[z] be two polynomials of degree
n and m respectively, where n, m € N. Then the resul-
tant R(f,g) of f and g is defined by the determinant

a/o a/l PR an 0 P O

0 ay a1 a, 0 0

o O DRI 0 aO a1 ... an

R(f,9) = bo by - by, 0 - 0
0 by by - by -+ 0

0 0 by b b,

of order m + n.

If the degree of f is deg(f) =n (i.e.,ap # 0) and
f(z) =ao(x —a1)(x — ag) - - (x — o) in splitting field
of f over Fy, then R(f,g) is also given by the formula

R(f,9) = ai’ [ ] g(c).

In this paper, we have R(f,g) = 0 if and only if f and
g have a common root, which means that f and g have
a common divisor in F,[z] of positive degree. For t-
wo polynomials F'(z,y), G(z,y) € F4lz,y] of positive
degree in y, the resultant R(F,G,y) of F' and G with
respect to y is the resultant of F' and G when consid-
ered as polynomials in the single variable y. In this
case, R(F,G,y) € Fylz] N (F,G), where (F,G) is the
ideal generated by F' and G. Thus any pair (a,b) with
F(a,b) = G(a,b) =0 is such that R(F,G,y)(a) = 0.

3. Some new classes of 0-APN power functions
over [Fan

In this section, we show several new classes of 0-APN
power functions over Fon using the multivariate method
and resultant elimination.

Theorem 1: Let n and k be positive integers with
n = 2k+1. Then f(z) = 22" +2°~1 is a 0-APN
function over Fan.

Proof 1: To show f is 0-APN, it suffices to prove that

the equation

(z + 1)542"‘+1+2’“—1 B I (1)
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has no solution in Fon\Fgo. Assume that z € Fan\Fy
is a solution of Eq. (1). Multiplying z(z + 1) on both
sides of Eq. (1). We have

P22t Jr262-2’C+1+2’“+1 JrIz’“+1 +x5'2k+1+1
+ 1‘4'2k+1+1 + x2k+1+1 + m5,2k+1+2k + xQ _ O
(2)
2k 2k+1 .
Let y = 2%, then y = 2. Eq. (2) can be written as
Vrt+ylrtryr+y e +ytr Pyt 422 = 0. (3)

Raising the 28*1-th power on both sides of Eq. (3), we
get

x9y2+£3y2+xy2+$10y2+x8y2+x2y2+$11+y4 =0.

(4)

Computing the resultant of Eq. (3) and Eq. (4) with
respect to y, and then decomposing it into the product
of irreducible factors as

2T+ D)7 (@ 2 4 2™ 1 210 4 20 428
ot 428 D)@ 4 2 P 4t g gl
+l‘10—|—1‘8—|—3}7—|—$5+$4+$2+33+1)(J?18
O o e e S
ot a? fa 4 (@S 42l 42t g 13 g g2
vt a® 1T 4 ab 42 e ot 1)t
Lol 16 14y Q18 AL 0 8y T
I I IS e P LR e RS,
I I [ LI B R
()
Note that x ¢ Fy, we assert that x € Fgis NFan =
F2gcd(l8,n), ie, x € Fos or Foe.
(1) Assume = € Fos. If k # 1 (mod 3), then z €
Fos N Fon = Fy, which is a contradiction. If &k = 1
(mod 3), then = € Fgs NFan = Fys. This means that
the solutions of Eq. (5) belong into Fos and k+2 =0
(mod 3). We raising the 22-th power to Eq. (2) gives
2B T 42 M2 1S 2t oS = 0. (6)
Which can be simplified as
x4+ 1P+ +1)2=0. (7)

The solutions of Eq. (7) are in Fo2. Notice that Fas N
Fy2 = Fy, which contradicts with x € Fs.

(2) Assume x € Foo. If K #Z4 (mod 9) and k # 1
(mod 3), then z € Fgo N Fan = Fy, which is a con-
tradiction. If k¥ £ 4 (mod 9) and k = 1 (mod 3),
then Foo N Fon = Fy3. From the results of the above
discussion, it can be seen that it is contradictory. If
k =4 (mod 9), then Fgo NFyn = Fye. This means that

the solutions of Eq. (5) belong into Fyo. Furthermore,
k+5=0 (mod 9). We raising the 2°-th power to Eq.
(2) gives, which can be simplified as

a4+ DM@ 2+ D@8 a2t 1)
(@S +a’+ 2+ + 1) (P + 28 + 2% 42 + 23
+r+1)@® 42" + 25+t 4 2%+ 2 +1)(28
+a2"+ 2+t +x+1)=0.
Then x € Fgs or Fos. When € Fos N oo = Fas,
which is a contradiction. If z € Fas NFy = Fo, it

is a contradiction. Hence, Eq. (2) has no solution in
Fan\Fs. O

Theorem 2: Let n and k be positive integers with
n =3k 2tkand k # 2 (mod 3). Then f(z) = 232" =5
is a 0-APN function over Fan.
Proof 2: To show f is 0-APN, we need to prove that
the equation
(z+1)32" =5 4 4325 1 1 — ¢ (8)
has no solution in Fan\Fy. Assume z € Fan\Fs is a
solution of Eq. (8). Multiplying x°(z + 1)°> on both
sides of Eq. (8). And let y = x2k, z = y2k then 22" = 2.
Raising the 2*-th power and 22*-th power to Eq. (8)
respectively obtains
29t + Brd 24 222+ 2o+ 204 2%+ 2% = 0, (9a)
2yt + 2y+ 2P+ 220+ 2y’ + y' 0+ P + 4= 0 (9b)
vyt P+ 2+ y2f 4 20+ 204 2= 0 (9¢)
With the help of Magma, computing the resultant
of Eq. (9a) and Eq. (9¢) with respect to z, and then we
get R(z,y) Then we continue to compute the resultant
of R(z,y) and Eq. (9b) with respect to y, by Magma

computation and then decompose it into the product
of irreducible factors as

2 (x+ 1) (@2 + 2+ 1)@ 4+ 24 1) (23 + 22

+ 1) (@ +2® 2 2?13 (2 2 4t
138 428 125+ 2+ 1)3 (2 + b 4 2P+ ot
+a¥ e+ 138 2" bt a2 2?4 1)3
(@ ta" +25 2t 42 o+ 1)@ 4+ 420
+ 22 + 1) (@2 + 28 + 2"+ 28 + 2t + 2% + 1) (22
bt b+ 1P 2 4 b 4
+l e+ D@+ 2% +aS 25 42t 1)
@242 428+ + o+ 1322 20 + 28
a8 a5 42?4 1)@ + 20+ b 425+ 2+ o
F D@2 420 42T 425+ (@' 4 20+ 2T 4 2
bt D)@ + 2+ 2 4 ab 42t 4
e 132 42" a2 42t 4 2P 1) (2



+aet ¥ " w2t + 22+ 1)@+ 2t 2% 4 2F

vttt )@ 42 42 42T 4 o
f PP e+ 1)@ e 2 42 T
v rer )@+ 42 42 2T
+25+at+ 2+ 4+ 1)(2 2t + 20
+28+ 2" +ab + 2+ + 1) (a2t + 2™
+2"+ 2% +at + a2t + 1) (P 2t + 2™
TS 1)@ 2 20 2T 4 oS
tt 4 o+ 1)@ 2 4+ 20 4+ 28 4 28

t P4 a4 )@ 2+ + 20 42 2T
4+ 132 2 210 4 2 4 2B 4 2 ot
PSSt TP s s LU B S
+2t+ 2+ + D)2 + 2t 20+ 2 42
+2"+ 2+t 2+ 2+ +1)3(2®
+2P 420+ 2+ 28 P+t o+ 1) (2"
L1618 4 12 00 0 4 8y 6y 2
+r+ 1)@+ 27 + 2 + 2" 4 21? +2% 4 28
+CE6+x2+x+1)(x18+x17+xl4+x13+x12
4204 1)@ 4 2 4 26 212 4 21
4%+ a8 S+t o+ 1) 4 27 421
22420 4 % 4 8 1S a8 2?4 1) (e
S I R | ST S N . S
P 1)@ 42 422 2 g 1S 4
L T T B NYC oy QI L
+ab pa® a2t 1) (2 4 2
IS N S L T U QT Q. S
(@ + 2% + 2 + 2 + 2" + 20 + 27 + 2% + 2
+2+ 1) (z* + 22 + 222 + 22 + 220 + 21 4 28
+ 2+ 2"+ +1).

Observe that x ¢ Fa, thus the solutions of Eq. (9) are
in Faz2, Fos, Fo12, Fyis or Fooa.

(1) Assume = € Fy2. Since 21 k and n = 3k, then
n is an odd number, we have Fq2 N Fon = 9, which
contradicts with « # 0, 1.

(2) Assume z € Fos. When & = 0 (mod 3), we

2k 22k:

obtain 2z = x, x* = x. Hence, it follows from Eq.

(9) that
042 ot 42 =23+ 1)@ e+ 1)1 =0,

it is impossible since z ¢ Fy and Fo:. When k = 1
(mod 3), at this point, we have 22 4 2k 2

=zt ¥ =22
We conclude from Eq. (9) that

20 412 4 210 4 48 = xG(ajJr 1)6(:E2 +x+1)2 =0.

Notice that 22 + 2 + 1 is an irreducible polynomial in
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Fy. It leads to © € Fy2 N Fys = Fy, which contradicts
with z ¢ 0, 1.

(3) z € Fai2. When k=1 (mod 4) or k£ =3 (mod
4), we get Foi2 NFan = Fas, which contradicts with the
above discussion. When k& = 2 (mod 4) or k =0 (mod
4) , we obtain k is even. Therefore, this situation is not
discussed.

(4) x € Fo1s. When k£ =1 (mod 4) or k = 3 (mod
4), we get Fois NFon = Fas, it means that the solutions
of Eq. (9) are in Fas which is impossible. When k = 2
(mod 4) or k =0 (mod 4) , we obtain k is even. This
is contrary to the conditions of Theorem 2.

(5) Assume x € Fa24. When k =1 (mod 4) or k =
3 (mod 4), we get Fg2a N Fan = Fgs, this is impossible
to achieve. When k = 2 (mod 4) or £ =0 (mod 4), we
derive k is even contradicting with 2 { k. Hence, Eq.
(9) has no solution in Fan\Fs. O

Theorem 3: Let n and k be positive integers with
n = 3k+1. Then f(z) = 2> ~2""'~1is a 0-APN
function over Fon.

Proof 3: It suffices to show that the equation
(x+1) +1=0 (10)
has no solution in Fon \[F5. Assume that z € Fan\Fs is a
solution of Eq. (10). Multiplying 2" +1(2 4+ 1)2""'+1
on both sides of Eq. (10). And let y = xzk, z = y2k

then 22°"" = 2 and we raise the 2F+1-th power and
22k+1_th power to Eq. (10) respectively obtains

92k+1_ok+1_1 I x22k+172k+171

221 a2yt a1 Sy Sy 2yt = (11

vt 4 2224 Pt a2 2?2t = 0 (1e
Computing the resultant of (11a) and (11b) , (1la
and (11c) with respect to z respectively. We have
Ri(z,y) and Ry(z,y). Next we compute the resultan-
t of Ry(z,y) and Ra(z,y) with respect to y, with the
help of Magma, the resultant can be decomposed into
the following product of irreducible factors as

$128(l‘+ 1)128(.%‘2 +$+1)184(.Z‘8+$5+.’11‘3—|—$2

+ 1)8($8 +$5 +$4 +$3 + 1)8($8 +$6 +$5 +$3

+1)%=0.
Observe that x ¢ Fy, thus the solutions of Eq. (10) are
in Fo2 or Fos.

(1) Assume x € Fy2. When k is even, we have
Fy2 N Fon = Fy, which is a contradiction. However,
when £ is odd, in other words, k = 1 (mod 2), then we
get Foz N Fan = Faz, the solutions of Eq. (10) belong
into Fy2. Notice that £k +1 = 0 (mod 2). Raising the
square to Eq. (10) derives

2y Pt A yta? Fyte+ 22 =0 (1la
(

)
)
)
)

x22<k+1>+2<k+1>+1 " m22<k+1)+2 n x22<k+1>

xg(k+1)+1+2(k+1>+1+4 + :CQ(k+1)+1+2(k+1)+1+2

+
(k+1)+1
+ 22 =,
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Since x € Fy2, the equation can be written as
r+a28=2(1+2")=0.
The solutions of Eq. (10) are in For. But we know
Fo2 N Fyr = Fyr N Fon = Fo, which contradicts with
T ¢ ]FQ.
(2) Assume x € Fys. When k is even, we have
Fos NFon = o, we derive a contradiction. When k is

odd, as discussed above, we also get a contradiction.
Hence, the proof is completed. O

Theorem 4: Let n and k be positive integers with
n =3k +1. Then f(z) = z2 2" +2"~1 is a 0-APN
function over Fon.

Proof 4: We need to show that the equation
(x+1)22k+2k+1+2k_1+x22k+2k+1+2k_1+1 —0 (12)

has no solution in Fan\F5. Assume that 2 € Fan\Fs is
a solution of Eq. (12). Multiplying z(x + 1) on both
sides of Eq. (12). We have

x22"’+2’°+1 +x2’°+1+2’“+1 +a?2k+1 +x22’“+2"’+1+1

2k k+1 k 2k+1 k+1
42 A g2 +22 Ty =0.
(13)

k k k+1 .
And let y = 22, 2 = y? and = 22, and rais-

ing the 2**1-th power, 22**+2-th power to equation (13)
respectively gives

YT+ y3x+ Yyr—+ zy2m+ Zr—+ y2x+ zy3+ z?

=0, (14a)
m22y2+26y2+22y2+x24y2+1’y2+z4y2
28+t =0, (14b)
y2x2z4+x6z4+m2z4+y2x4z4+y224+x4z4
+y2xb 4+ 28 = 0. (14c)

With the help of Magma, computing the resultant of
Eq. (14a) and Eq. (14b), Eq. (14b) and Eq. (14c)
with respect to z, we can get Ry(z,y) and Ra(z,y).
We continue to compute the resultant of R;(x,y) and
Ry (z,y) with respect to y, and then the resultant can
be decomposed into the product of irreducible factors
as

o2+ D)4 22 o+ )32 + 2+ 1)1 + 22
+ 1)1z + 22 + 1)* (25 + 2% + 1) (2 + 23 + 22
o+ D)+t 2?4+ 1) @b 42t a3
+r+ )42+t a3+ 2+ 1) (@b 2%+ a8
L2 A D) @S 2+ 2t 4P 1) a2 4 2P
D)0 4+ 27 + D@0 427 + 1)1 (@ + 2®
+ P a1 @0 2+ 2T 4 a8 425 4t 4o
e+ ) 0 2 2 42 1) 20 42 4o
a8 ot 2 2 4+ 1) (@ 4 2 4 a8 4 o
2+ + DY 42 2"t e+ 1)

@+ 2%+ 2"+ a8+t 42+t 4
+1)%

Observe that = ¢ Fy, thus the solutions of Eq. (12) are
in Fyz, Fys, Fays, Fao.

(1) Assume z € Fy2, when k is even, then n =
3k + 1 is odd, Fy2 NFyn = Fy, which is a contradiction.
When £ is odd, then n = 3k+1 is even, Fo: NFan = a2,
then we can derive from Eq. (13) that

sttt a2’ =23 +1)3 =0,
since 22 = z and 22" = 22, At this moment, = € Fs,
it is inconsistent.

(2) Assume z € Fos, Fos NFan = Fy since n is not
divisible by 3, which is a contradiction.

(3) Assume z € Fas, when k£ # 3 (mod 5), we
get Fas N Fan = Fo, which contradicts with x ¢ {0, 1}.
When k = 3 (mod 5), we know Fos N[Fon = Fos. There-
by 22 = 22 and 22" = 2®. It follows from Eq. (13)
that

o'+ 2?42 + 2" 4 2% + 2t 2T+ 2
=22z + 1) (@@ 420 2P 428 42T 424 1).

It can be checked that the polynomial 223 + 216 +21° 4
28 + 27 + x + 1 is irreducible in Fy. Thus the solutions
of the above equation are in Fy23, which implies that
x € Fo2s NFys = Fo, it is unsuitable.

(4) Assume x € Fai0, we can infer that z € Fae,
Fos or Faio. Aiming at the former two cases, we have
already discussed it above. When x € Fay10, we can get
contradictions. We complete the proof. g

Theorem 5: Let n and k be positive integers with
n =4k —1, and n # 0 (mod 3), n # 0 (mod 47). Then
fz) = 22" +2"7 42" -1 i 4 0-APN function over Fyn.

Proof 5: We will certify that the equation
($+1)22k+2k+1+2k71+x22k+2k+1+2k71+1 —0 (15)

has no solution in Fan\Fa. Assume that © € Fon\Fy is
a solution of Eq. (15). Multiplying z(x + 1) on both
sides of Eq. (15). We have

x22k+2k+1 + x2k+1+2k+1 + x2k+1 + $22k+2k+1+1

2k k+1 2k k+1 k
+a¥ g T T L2 =,

(16)

And let y = :c2k, z = yzk and u = zzk, and raising the

2k_th power, 22#-th power and 2%*-th power to equation
(16) respectively gives
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6
ZYx + ygx +yxr + zy233 + zx + ny + zy3
2% =0, (17a)
uUZY + 23y + 2y + uzQy + uy + z2y +uz?
+y* =0, (17b)
z2uz + uz +uz + z2u?z + 2z + u?z + 220’
+22 =0, (17¢)
y2x2u + 2%u + 2?u + y2x4u + y2u + ztu + yQJ:G
+u? = 0. (17d)

With the help of Magma, computing the resultant of
Eq. (17b) and Eq. (17¢), Eq. (17b) and Eq. (17d) with
respect to u, and we get two formulas Rj(x,y,z) and
Rs(x,y, z). And then continue to compute the resultant
of Ry(z,y,z) and Eq. (17a), Ra(x,y,2) and Eq. (16a)
with respect to z, we obtain two formulas R3(z,y) and
Ry(x,y). Finally, we compute the resultant of Rs(x,y)
and R4(z,y) with respect to y, and decompose it into
the product of irreducible factors as

22 (z 4+ 1)%2(2% + 2 + 1) (2* + 2% + 2" + 2

+ 240 4 238 4 237 4 236 4 232 4 230 4 220 4 228

26 4 24 4 422 4 021 4 020 4 A8 AT | 14

bt 420 e 408 4ot e+ 1) 4 2™

423 4 240 4 236 235 4 933 4 232 4 930 4 228

22 4 10 4 18 4 AT 4 15 L 8 LT 06

+ 2%+ 2% +2® + o+ 1)(2* + 2% + 2 4 2!

J B9 4 B8 4 436 4 033 4 030 020 | 27 | 26

L5 4 24 28 4 21 4 00 4 AT | 8y 12

Pt a0 e 4 oS e f et 1)@ 4 2%

§ o434 41 4 438 4 037 436 33 80 | 20

+ 227 + 220 4 2% o 4 2?2t 218

bt a0 4 % a7 S S et 1)

(@47 + %6 4 2% 4 239 4 % 1 45T 4 36 4 435

L4y B0 4 428 4 026 4 024 4 023 022 21

+ 220 $ 1 427 M 4t 2% 4 a8 4 2f

+ 2% 4+ 2% + 1) (27 + 210 4 2 4 2 4 2?2 4 2t

440 4 439 4 082 4 080 4 020 4 28 L 25 24

ol e ety 12 gl T et B ),
Observe that ¢ Fa, thus the solutions of Eq. (15) are
in Fas or Faar.

(1) Assume x € Fgs. Since 4k —1 # 0 (mod 3), we
have Foz NFon = Fo, it’s a paradox.

(2) Assume x € Fouar. Since 4k — 1 # 0 (mod 47),

we have Foar N Fon = Fy, we derive a contradiction.
Hence, the proof is completed. O

Theorem 6: Let n and k be positive integers with
n = 4k+1. Then f(z) = 232" =5 is a 0-APN function

over Fon.
Proof 6: To illustrate f is 0-APN, it suffices to prove
that the equation

(x4 1)32" 5 L 325 12 (18)

has no solution in Fgn\F3. Assume that x € Fon\Fs is
a solution of Eq. (18). Multiplying z°(x + 1)® on both
sides of Eq. (18). We have

x2.22k+1+5 4 $22k+1+5 n x3.22k+1+4
(19)

92k+1 92k+1
+1,32 +1+£E32 +x10+x9+x6:0.

Let y = 22", and raising the 22**1-th power to equation
(19) gives

y4$5+y21‘5+y6$4+y6$+y6+$10+$9

+2% =0, (20a)
l’4y10 + l‘2y10 + :]C6y8 + £E6y2 + .T6 + y20
+y'® +yt2 =0. (20b)

With the help of Magma, computing the resultant of
Eq. (20a) and Eq. (20b), and then the resultant can
be decomposed into the product of irreducible factors
in Fy as

23z + 1% + o+ 1) 4 2® 4 2% 4+ 2%+ 1)2
(@ + 2% + 2t + 2%+ 1225 + 25 + 2% + 2% +1)?
(@B +af+ 2+t a3+ 24+ 1)@+ 27 +2°
vata e v a2 128 a7 + 2 42t 422
+x+1)%

Observe that x ¢ Fy, thus the solutions of Eq. (18) are
in Fo2 or Fos. We know that n = 4k + 1, this means
n is odd, however, multiples of 2 or 8 are even. Hence,
Fo2 NFon = Fys NFan = Fy, we derive a contradiction.
This completes the proof. O

4. An Analysis of the Inequivalence between
Constructed Functions and Existing 0-APN
power Functions

We enumerate all existing 0-APN power functions in
Table 2. The differential spectrums of power functions
in distinct finite fields must be distinct, thus they are
not equivalent. Therefore, Theorems 3.2, 3.5, and 3.6
are not equivalent to the enumerated 0-APN functions.
By screening, we categorize the functions with the same
finite field in the Table 2 into two groups: n = 2k + 1
and n = 3k+1. Using the Magma software, we compute
that their differential spectrums are different in a same
finite field, as presented in Tables 3 and 4. Hence, The-
orems 3.1, 3.3, and 3.4 are also not equivalent to other
functions.



ZHOU et al.: NEW INFINITE CLASSES OF 0-APN POWER FUNCTIONS OVER F,x

Table 2  All known CCZ-inequivalent 0-APN power functions F(x) = z¢ over Fan.
number d conditions Reference
1 21 n Z 0 (mod 6) 5
2 2r +2t -1 ged(r,n) = ged(t,n) =1 5
3 22k L oF 11 n = 4k, k is even 5
4 2n — 28 ged(n,s+1) =1 5
5 2 —1 ged(i—1,n) =1 6
6 3.2F 7 n=2k+1 [10]
7 22k+T _ok+1 _ ok 4 7 n=3k+1 10
8 3(2F -1 n =2k, 31k 10
9 5(2FFT 4 2F 1) n=2k+ 1, m # 2 (mod 5) 10
10 3(2F - 1) n=2k+1, k # 13 (mod 27) 10
11 3(2FFT 1) n=23k+1, kZ9 (mod 14) 10
12 -9 9fn 10
13 k1 3 n=2k+1 13
14 5.-2F+3 n=2k+1 13
15 3(2F — 1) n=23k—1 13
16 5.2=T 41 n=23k—1, k#5 (mod 14) 13
17 22k+T _3.2F-T 11 n = 3k, k # 2 (mod 3) 13
18 22k y oF—T 11 n=3k+1 13
19 22k 4 3. 2k—1T_ 1 n=3k+1 13
20 22k=T L oF 11 n=4k —1 13
21 3-2F 1 n=4k—1,n=4k—1 13
22 22k—T _ok=T _ 71 n=4k—1 13
23 3(22FFT 1) n=4k—1 13
24 22FFT 1 oF—T 11 n = 4k + 1,k# 13 (mod 53) 13
25 23F 1 2F 1 1) n = 5k 13
26 22FFT ok 7 n =5k, k #Z0 (mod 3) 13
27 22k=T _9F _1 n =2k, k is even, k{3 17
28 22k—T _ok=T _ 7 n = 2k, k is odd 17
29 23k _ 22k L ok n=2m, m = 2k, k is even 17
30 22F _oF 1 n=2k+1, k#1 (mod 3) 17
31 22k—T _ok=T _ 7 n=2k+1 17
32 22k—1 _ ok _ n=2k+1 17
33 22k—T _ok=T _ 71 n = 4k, k is odd 20
34 22F=T 1 9F 11 n=2k+1 20
35 22k 1 oFFT 11 n=2k+ 1,k # 1 (mod 3) 20
36 oFFT _ok=T_7 n=2k+ 1,k Z 1 (mod 3) 20
37 22k ok 7 n =2k + 1,k # 4 (mod 9) 20
38 22k 4 9FFT 11 n=3k—1 20
39 22FFT 4 oFFT 1 n =3k — 1, k is even 20
40 22k+FT 4 9F 11 n=3k—1, k is even 20
41 3.22F 11 n =3k —1, k is even 20
42 22F-T _oF n=23k—1, k#4 (mod9) 20
43 22k=T 4 9k 11 n = 3k, k is odd 20
44 22k _ok+T 1 n = 3k, k is odd 20
45 22FFT _9F 1 n = 3k 20
46 3. (2FFT — 1) n=23k+1k#11 (mod 34) 20
47 22F 1 9F 11 gcd(3k,n) = ged(2k,n) = 1 15
48 5.2FFT Lok 1 n=2k+1 Theorem 3.1
49 3.22k _5 n =3k, 21k, k #Z 2 (mod 3) Theorem 3.2
50 22kFT _ kT _ n=3k+1 Theorem 3.3
51 22k 4 oFFT 4 ok 1 n=3k+1 Theorem 3.4
52 22k f oFFT L ok 1 n=4k—1,n# 0 (mod 3), k Z 0 (mod 47) | Theorem 3.5
53 3.22FFT 5 n=4k+1 Theorem 3.6
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Table 3 Differential spectrum of z¢ over Fan for n = 9.
number d conditions Differential spectrum Reference
48 5.28F1 4 9F 1 | n=2k+1 2127 463 ¢ Theorem 3.1
6 3.2F 7 n=2k+1 2103 445 69 g9 10
13 2T 13 n=2k+1 2154 436 10 13
14 5.2F4+3 n=2k+1 2121 454 ¢9 13
31 22k—T _ok=T _ 1 [ n=2k+1 2145 427 ¢19 17
32 22k=1 _9oF _ n=2k+1 2112 445 18 17
34 22k=T 1 9k 11 n=2k+1 2103 415 69 89 20
Table 4 Differential spectrum of z¢ over Fan for n = 13.
number d conditions Differential spectrum Reference
50 22FFT _oFF1 1 n=3k+1 22181 4621 6107 gI3 Theorem 3.3
51 22k L ok+T 4 ok n=3k+1 23082 4507 Theorem 3.4
7 22k+1 _ 2k+1 _ 2k +1 n = 3k +1 22575746637 665 10
18 22k y oF=T 171 n=3k+1 | 22481 4OIT 691 QI3 1013 13
19 22k 1 3. 9F-1_ n=3k+1 22562 4624 78 QI3 [13]

Conclusion

This paper has provided several new infinite classes of
0-APN power functions over Fon by using the multi-

variate method and resultant elimination.

Based on

Remark 1 and Magma experiments, our results also
indicated 0-APN power functions over Fa» in this pa-
per are not CCZ-equivalent to the known 0-APN power
functions.
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