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SUMMARY  The learning with errors (LWE) problem is one
of the fundamental problems in cryptography and it has many
applications in post-quantum cryptography. There are two vari-
ants of the problem, the decisional-LWE problem, and the search-
LWE problem. LWE search-to-decision reduction shows that the
hardness of the search-LWE problem can be reduced to the hard-
ness of the decisional-LWE problem. The efficiency of the reduc-
tion can be regarded as the gap in difficulty between the prob-
lems.

We initiate a study of quantum search-to-decision reduc-
tion for the LWE problem and propose a reduction that satis-
fies sample-preserving. In sample-preserving reduction, it pre-
serves all parameters even the number of instances. Especially,
our quantum reduction invokes the distinguisher only 2 times to
solve the search-LWE problem, while classical reductions require
a polynomial number of invocations. Furthermore, we give a way
to amplify the success probability of the reduction algorithm.
Our amplified reduction is incomparable to the classical reduc-
tion in terms of sample complexity and query complexity. Our
reduction algorithm supports a wide class of error distributions
and also provides a search-to-decision reduction for the learning
parity with noise problem.

In the process of constructing the search-to-decision reduc-
tion, we give a quantum Goldreich-Levin theorem over Zg where
q is a prime. In short, this theorem states that, if a hardcore pred-
icate a - s (mod ¢) can be predicted with probability distinctly
greater than 1/q with respect to a uniformly random a € Zy,
then it is possible to determine s € Z.
key words: Learning with errors, Learning parity with noise
, Search-to-decision reduction, Goldreich-Levin theorem, Quan-
tum reduction, Query complexity, Sample complexity

1. Introduction

Quantum algorithms run on a quantum computer and
they have the potential to solve some problems faster
than classical computation, for example, Shor’s algo-
rithm has been shown to solve factorization efficiently.
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In the same way, we can investigate a quantum reduc-
tion algorithm that could be more efficient than the
known classical reduction algorithms. Reduction algo-
rithms play an important role in cryptography to trans-
form one problem into another problem. Intuitively,
problem A is reducible to problem B, if an algorithm
for solving problem B could also be used as a subroutine
to solve problem A. In this sense, search-to-decision re-
duction for the learning with errors (LWE) problem is
to show the decisional-LWE problem is as hard as the
search-LWE problem.

The LWE problem introduced by Regev [26] is one
of the fundamental computational problems in cryp-
tography. The LWE samples consist of a pair (4,y) of
a uniformly random matrix A € Z"*" together with
y = A - s+ e for randomly chosen error term e < ™
(small Gaussian noise is commonly used) where m is
the number of samples. LWE has two main varia-
tions: The search-LWE problem asks to find a secret
string s € Z;, given a system of noisy linear equations
(A,y), while the decisional-LWE problem asks to dis-
tinguish between the distribution of the LWE samples

{(A,y)ls & Ly, A & Zy<" e« x"y = A-s+e} and

uniformly random distribution {(A4,r)|A4 & Zg>"r &
Zry.
a
There are two standard facts in LWE hardness.
The first is more trivial, which says that there is
a reduction from the decisional-LWE to the search-
LWE: Whenever the pair (A4,b) is randomly chosen

A Zy ", b & Zg', then with overwhelming prob-
ability the vector b is going to be far away from the
lattice, thus there does not exist a coordinates vector
s such that A - s is close to b, thus if we can break
search-LWE and find s, we can check whether b is close
to A - s or not, which constitutes an algorithm that
breaks decisional-LWE. The second known fact is less
trivial and says that the search-LWE can be reduced
to the decisional-LWE. These previously known reduc-
tions use a distinguisher for the decisional-LWE to ex-
tract the secret string s and break the search-LWE.
More delicately, the way that these reductions work is
that the search-LWE adversary uses classical oracle ac-
cess to the distinguisher.

There exist hardness proofs based on reduc-
tions from worst-case lattice problems (BDD/gapSVP),
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which are considered to be hard not only for classical
computers but also for quantum computers. As a con-
sequence, the hardness of the decisional-LWE problem
serves as the security source of many post-quantum
cryptographic primitives, such as oblivious transfer
[25], identity-based encryption [3],[12],[16], fully ho-
momorphic encryption [10], etc.

Prior works.

There are various incomparable search-to-decision re-
ductions for the LWE problem [6],[9], [21], [22], [24],
[26]. Regev [26] who introduced the LWE problem
showed search-to-decision reduction in [26]. It imposes
constraints that modulus ¢ must be prime and bounded
by poly(n). Research on search-to-decision reduction
has been conducted in the direction of loosening the re-
striction on modulus ¢, but they incur some loss in the
LWE parameters. Peikert [24] extends Regev’s reduc-
tion for the case where ¢ can be expressed as a product
of distinct prime numbers in poly(n), but it requires the
error distribution to be Gaussian. Applebaum, Cash,
Peikert, and Sahai [6] give a reduction for the case
where the modulus can be a prime power ¢ = p®. The
above algorithms have the property that the run-time
scales linearly with ¢ in common. It could make the re-
ductions meaningless for large q. Micciancio and Peik-
ert [22] give a reduction that runs in poly(log ¢). Mic-
ciancio and Mol [21] give a search-to-decision reduction
in another direction. They show a sample-preserving
reduction, which shows that if the pseudorandomness
of the LWE problem holds, the LWE problem with the
same number of samples is invertible. The state-of-the-
art results constitute an adversary that makes polyno-
mially many such classical queries to the distinguisher
in order to break search-LWE, and the extra compu-
tations that the search-LWE adversary makes on the
side (between its queries to the decisional-LWE adver-
sary) are also classical. What this work aims to do
is to use quantum computations and quantum queries
to the decisional-LWE adversary in order to speed up
the reduction - use fewer queries and less computation
time.

Practical importance of quantum search-to-
decision reduction.

The LWE challenge [1] is the foundation for ensuring
the difficulty of the LWE problem. In practice, the
LWE challenge is intended to solve search LWE prob-
lems. Based on the results of the LWE challenge, the
parameter size n is selected, at which we can trust that
the search-LWE problem is hard enough.

Suppose that there is a cryptographic scheme
whose security is reduced to the hardness of the
decisional-LWE problem. Intuitively, if the security
of the scheme is to be ensured based on the LWE
challenge of size n, the size of the scheme should be
losssaq(n) plus the security loss of the scheme itself,
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where l0ssg24(+) is the reduction loss in a search-to-
decision reduction.

When a quantum computer arises, a quantum ver-
sion of the LWE challenge will be held and the parame-
ter ng (> n) will be determined for the LWE problem
to be hard for the quantum computer. Then, should the
size of the scheme be selected based on losssaq(ng)? If
we know the efficiency lossgs2q(-) of quantum search-
to-decision reduction, we know that we can actually im-
plement the scheme with a size based on l0ssgs24(nqQ),
which is expected to partially mitigate the effect of the
increase of ng over n.

1.1  Our contribution

Quantum search-to-decision reduction.

In this work, we investigate a quantum search-to-
decision reduction for the LWE problem and we discuss
the efficiency of our algorithm and classical ones. We
compare the efficiency of our reduction and the clas-
sical ones by three aspects, success probability, query
complexity, and sample complexity. We treat the dis-
tinguisher as a blackbox and the query complexity of an
algorithm is measured by the number of queries to the
distinguisher in the algorithm while it finds the secret
string s of the search-LWE problem. The sample com-
plexity of an algorithm is measured by the number of
LWE instances that it takes. In this paper, we propose
three variations of the reduction algorithms.

e The first one is an algorithm that also serves as the
basis for the other two. It finds s with probabil-
ity at least %
And it is also a sample-preserve reduction, i.e., it
needs m sample of LWE instances to find s where
m is the number of instances required by the dis-
tinguisher to solve the decisional-LWE problem.

e The second algorithm is an evolution of the
sample-preserve one. It amplifies the probability
of success of the first algorithm instead of increas-
ing the complexities. It finds s with probability
Q(55;) using distinguisher O(%£F) times.

e The third algorithm is a version of a higher prob-
ability of success through further iterations. It
finds s with probability 1—o0(1) using distinguisher

2 2
O(%ﬁog”) times.

using distinguisher 2 times.

We remark that our reductions have some constraints
on parameters. Our reductions require ¢ to be prime.
The second and third require that we can verify from
the instances of the LWE problem whether it is the
correct answer for the LWE problem given some input
s e Zy. We believe that this condition does not im-
pose a strong limitation on the use of LWE as a basis
for cryptographic primitives. The existence of more
efficient or less restrictive classical/quantum search-to-
decision reduction is an open problem.
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Table 1

Comparison of the algorithms performance. n is a size of the LWE problem,

m is the number of instances required by the distinguisher to solve the decisional LWE
problem, € is the advantage of the distinguisher.
* The numbers in this line are from a simplified version of the reduction by Regev. The
specific construction of the algorithm is described in Appendix B.
** The success probability and the query complexity of this algorithm are very complex.
The specific values are given in Appendix B.

Success probability | Query complexity | Sample complexity | Classical/Quantum
Reg05*[26] 1—o(1) @(%) @(W;gq Classical
MM11**[21] m poly(n) m Classical
Th.2 % 2 m Quantum
Th.3 Q(qu) o) m+ O(n) Quantum
2.2 ~ 2
Cor.1 1—o(1) O(q":#) o) Quantum

Quantum non-uniform search-to-decision reduc-
tion.

A quantum non-uniform algorithm takes a piece of
quantum state as auxiliary input, which only depends
on the security parameter. Oftentimes, it is beneficial
to consider a reduction for non-uniform distinguisher.
Recently, Chardouvelis, Goyal, Jain, and Liu [13] give a
quantum search-to-decision reduction with high success
probability for non-uniform distinguisher with a dedi-
cated analysis. Our sample-preserving reduction, which
is essentially the generalized Goldreich-Levin theorm
is adopted for the case of non-uniform distinguisher.
However our second and third reductions that involve
the success probability amplification remain for uni-
form distinguisher. We leave future work to upgrade
our uniform reductions, or more generally, the process
of probability amplification to the non-uniform case.

Extension of quantum Goldreich-Levin theo-
rem.

The Goldreich-Levin theorem [17] is a cornerstone the-
orem in computer science and has been studied from
various aspects [2],[17],[18],[20],[23]. This theorem
states that any (strong) one-way function f can be eas-
ily transformed into a function of the required form
g(s,a) :== (f(s),a) where s,a € Z% and it has a hard-
core predicate a - s (mod 2). Roughly speaking, a
(strong) one-way function is a function that can be effi-
ciently computed but is hard to compute in the reverse
direction, and a hard-core predicate of a function is a
bit that can be efficiently computed from the input to
the function and no efficient algorithm can guess it from
the output of the function with probability distinctly
higher than one-half. Adcock and Cleve investigate a
quantum Goldreich-Levin theorem [2]. Roughly, they
show that the reduction from quantum one-way func-
tions to quantum hard-core predicates is quantitatively
more efficient than the classical version.

In the process of constructing the quantum search-
to-decision reduction, we give a further generalized the-
orem of the quantum Goldreich-Levin theorem by Ad-

cock and Cleve. Namely, we show that if there exists
a predictor that predicts a - s (mod ¢) where a,s € Zy
and ¢ to be prime with probability %4—5 over the choice
of a « Zg, then we can find s with probability at least
(qq_—‘sl)2 while accessing the predictor 2 times.
Concurrent work of quantum Goldreich-Levin
theorem.

Recently, Ananth et al. [5] independently investigated
a quantum Goldreich-Levin theorem for the field Z,.
They obtain this result by converting the classical
Goldreich-Levin theorem for the field Z; by Dodis et
al. [14] into quantum reduction, by using the recent
work of Bitansky et al. [8]. Specifically, they show that
a distinguisher, given auxiliary input Aux, can distin-
guish between (a, a-s+e¢) and (a,r) where s is randomly
chosen from H C Zj can be converted into a quantum
extractor that can extract s given Aux.

While their quantum algorithm relies on the clas-
sical Goldreich-Levin theorem for the field Z, by Dodis
et al. [14], in which the distinguisher with advantage €
is used poly(n, |H|, 1) times to extract s and its success

probability is ﬁ On the other hand, our quan-

tum algorithm can find s by accessing the distinguisher
2.3
2 times with probability 27%27_61)5,

to make the subset from which s is chosen small.

and there is no need

Improvements from Previous Version.

This paper is the full version of the work published in
Africacrypt2023 [27]. As a significant update, while
the Africacrypt version included the similar method
of a prediction-to-decision reduction as in [7], [15], but
it was found that this method had incomplete proof.
Therefore, we introduce a modified reduction method in
Section 3, Lemma 1, 2, 3. Furthermore, a non-uniform
reduction was provided for the sample-preserve reduc-
tion. In other words, we construct a solver using a
distinguisher that requires an auxiliary.



1.2 Technical overview

We describe our techniques for proving our results
on quantum search-to-decision reduction for the LWE
problem. Our construction of the search-to-decision
reduction consists of two parts. For the first part,
we construct a predictor from the distinguisher of the
decisional-LWE problem, and for the second part, we
construct an algorithm that finds s using the predic-
tor. This reduction strategy can be interpreted as
making a prediction-to-decision reduction and a search-
to-prediction reduction. We note that the idea of
the search-to-decision reduction via unpredictability is
the same as that of classical reduction by Micciancio
and Mol [21], Applebaum, Ishai, and Kushilevitz [7].
We found a quantum speed-up in the second part of
the reduction and we call it as generalized quantum
Goldreich-Levin theorem. Then we provide an overview
of this theorem. For simplicity, we consider uniform
case.

Quantum Goldreich-Levin theorem.

We first review the quantum Goldreich-Levin theorem
by Adcock and Cleve [2]. We call a unitary operation
Up is a quantum (s, g, €)-predictor, if the last register of
Up |a) |0%) |0) is measured in computational basis, yield-
ing the value P(a), then Pr[P(a) = a-s (mod q)] > %—Fe
holds where a,s € Zg and the probability depends on

over choice of a ﬁ Zy.
We denote

Up [a)[0) [0) = cta0 [1a,0) |a - 5) + a1 [1a,1) - s + 1)
where Up is a (s,2,¢)-predictor, o, and «,1 are

complex number. Since for a random uniformly dis-

tributed a & {0,1}", measuring the last register of
Up |a)|0%) |0) yields a - s (mod 2) with probability at
least % + €, it follows that

1 1
on Z |0¢a,0|225+6 (1)
a€{0,1}"
and
1 , 1
o > Jaan <5-e (2)

ac{0,1}"

We explain their quantum reduction algorithm
step by step. First, pass the superposition states

jﬁ S Ja) (oY) o)

ac{0,1}"

through the (s, 2, €)-predictor Up, multiply the phase
by (—1)¥ according to the value of the last register y.
The quantum states is now in a state
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1
Jon

|¢) = Do D () agya) [nes) la- s +b)

a€{0,1}" be{0,1}

up to this point. Pass the states through conjugate
transpose of the predictor UTP. By measuring the first
register in Fourier basis, we could obtain s. The prob-
ability of yielding s when the first register is the square
of the inner product of this states |¢) and

) := UpQFT|s) [0') |0)

—Up[—=— 3 (=1 ) 0" o)

\/27 a€{0,1}"
S Y (D) ausla) lag) la- s +b),

ac{0,1}" be{0,1}

1
Von

which is

1
10 P = |5

> (laaol? = laal?)

Using the fact of (1) and (2), we can find s with prob-
ability at least |(3 +¢€) — (3 — e)|2 = 4¢2.

Difficulty.

Next, we show that naive expansion of the quantum
Goldreich-Levin results in a (s, g, €)-predictor where
q # 2 does not work.

We denote the state obtained by applying Up to
|a) |0%) 0) as follows,

Up fa) [0%) [0) = s [a) e ) la - s+ j)

As in the quantum Goldreich-Levin algorithm,
pass the superposition states

jq»n S Ja) [0%) 0)
aEZg

through the predictor Up, multiply the phase by w
according to the value of the last register y and we get
the states

1 .
0= o 30 3wy la) ) fa- s +3).

a€Zy jELY

If we apply UTP and measure the first register in the
Fourier basis, the probability of yielding s is the square
of the inner product of |¢) and

1) == UpQFT|s) [0') |0)

:UP

1 a-s l
— > wi*la)[0')[0)
q a€Ly

1 a-s 3
vV D D witaela) nag)la- s+ ),

aEZfI" JE€Zg
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which is

| (¥lo)

Z > wilaa,l?

€Ly JE€Lq

Define Pr(j) as a probability of the gap between the
predictor’s prediction and inner product is j, then this
probability can be written as |Zjezq w) Pr(j)[. This
value cannot be guaranteed some lower bound unless

the advantage is very high such that ¢ > % — é.

Solution.

To get around this obstacle, our key idea is to use the
property of cyclic group Z;. For all element j € Z;, j
determines a bijection r — rj on Z, and it maps 0 to
0. Using this property, we can say that

Pr(0) ifj=0
— i Pr( 3
T;Z*” {qllPr(j) if j 0. ®)

We will use this property to improve the algorithm.
First, prepare the superposition states

Joa D ) |a) [0%) [0)
agnrg‘

through the predictor Up(apply the second to the last
register), multiply the last register by the first register r,
multiply the phase by w} according to the value of the
last register y, divide the last register by the first register
r(multiply rfl) and we get the states

) = %qi 2

If we apply the states through conjugate transpose of
the predictor UTP(apply the second to the last register),
multiply the second register by the first register r(denote
this operation as M), and measure the second register in
Fourier basis, the probability of yielding s is the square
of the inner product of |¢) and

)
:
= UpM QFT\/irGZZ:*\ s) 0% |0)
= UpMf \/nizzw r) [a’) [0%) |0)
a’ €7y r€Ly
= UpMf

JraD wy* |r) Jra) [0°) 0)
q_l aEZZ" rEZZ*

1
- (x/q”(q— 1) <

> Wi ) la) 0) |0>>

3w @ Do |0 [a) [a) la - s+ 5) -

r)|a) [1a) la-s+7).

r(as

Finally, we get

Pr[s is measured] = |(y]¢)|*

This result is consistent with quantum Goldreich-Levin
results and is a successful generalization.

2. Preliminaries
2.1 Notation and definitions

In this paper, we use the following notations and defini-

tions. For a finite set .S, s & S denotes choosing an ele-
ment s from S uniformly at random. For a distribution
D, d < D denotes sampling an element d according
to distribution D. We denote Z, for the cyclic group
{0,1,...,q— 1} with addition modulo q. We also denote
T for R/Z, in other words, the segment [0, 1) with addi-
tion modulo 1. We use standard asymptotic notations
O(-), o(-), Q-), ©(-), etc. We use O (resp. ©) notation
which overlooks quantities poly-logarithmic in appear-
ing arguments, that is, O(z) := O(x(logx)®™M) (resp.
O(z) := O(z(logz)®™)). We denote by wy, the com-
plex root of unity of order n: w, := e’'. For a € RT
the distribution ¥, is the distribution on T obtained
by sampling from a normal variable with mean 0 and
standard deviation \/T and reducing the result modulo

1 (i.e., a periodization of the normal distribution),

oo

o) = _Z éexpfﬂ (rak>2.

We define its discretization ¥, as the discrete probabil-
ity distribution obtained by sampling from V¥, multi-
plying by ¢, and rounding to the closest integer modulo
q. That is,

Vre[0,1),¥

. (i+3)/
U, (1) :/ U, (z)dz.
(i-3)/q

2.2  Quantum computing

Let | be the identity operator. We denote U' as the



Hermitian conjugate of a unitary operation U. For op-
erations that use auxiliary inputs |0'), we often omit
them for simplicity. Quantum Fourier transformation
QFT over Zy is a map |z) — ZyeZg wg¥ly). We use
the fact that there is a phase kickback algorithm and
it maps |z)]0Y) — w?|x)|0"). This algorithm can be
achieved by controlled-U where unitary U has eigen-
value w.

3. Search-to-decision reduction for the learn-
ing with errors problem

The learning with errors (LWE) problem has two main
variants, the search-LWE problem and the decisional-
LWE problem. The search LWE, ,, 4., problem asks
to find s chosen uniformly random from Zg given m

LWE samples LWE, s .~ = {(a,y)]a & Ly e
X,y = a-s+e}. The decisional LWE,, ,, 4, problem
asks to distinguish between LWE,, 5 4. X and a uniformly

random distribution R := {(a,r)|a & Ly, & Ly}
by using m samples. We often represented samples
from LWE, . (resp. R™) in matrix form. For
(Ayy) < LWE ., each row of the matrix A and
each row of the vector y correspond to an LWE sam-
ple.

The learning parity with noise (LPN) problem is
the special case of LWE,, ;,, ¢, problem for ¢ = 2 and the
error distribution  is the Bernoulli distribution Ber,,.

In this section, we show a search-to-decision reduc-
tion using quantum computing. Our construction of
the search-to-decision reduction consists of two parts.
For the first part, we construct a predictor from the
distinguisher of the decisional-LWE problem, and for
the second part, we construct an algorithm that finds s
using a predictor. This reduction strategy can be inter-
preted as making a search-to-prediction reduction and
a prediction-to-decision reduction. We note that the
idea of the search-to-decision reduction via prediction
is the same as that of classical reduction by Miccian-
cio and Mol [21], Applebaum, Ishai, and Kushilevitz [7]
and Dottling [15].

We define a quantum distinguisher for the
decisional-LWE problem.

Definition 1. A quantum e-distinguisher for the de-
cisional LWE,, 1, ¢ problem is unitary operation Up
and an auziliary |aux) such that, the last register of
Up |A,y) |aux) |0) is measured in computational basis,

yielding the value D(A,y) € {0, 1}, then

Pr[D(A,y) = 0|s & Z7', (A,y) « LWVED, ]
— Pr[D(A,r) = 0|(A,y) « R™]
> €
holds.

As in the definition, the last register of
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Up |A,y) |aux) |0) is measured in the computational ba-
sis, in this paper, we denote this as D(A,y).

Next, we define a quantum predictor for the LWE
problem.

Definition 2. A quantum (s,d)-predictor is unitary
operation Up and an auziliary |aux) such that, for

ad Ly, the last register of Up |a) [aux) |0) is measured
in computational basis, yielding the value P(a), then

Pr[P(a) =a-s (mod q)] > é +0

holds.

3.1 Sample-preserve reduction

In this section, we propose a quantum sample-preserve
reduction between the search-LWE and the decisional-
LWE.

The following Lemma states that there is a
prediction-to-decision reduction for the LWE problem.

We define X,,; as an intermediate distribu-
tion between the LWE distribution [,Wé'm s and
R™. In other words, X, ; = {(Lm—j, )|Lm j
LWET T Ry Rj}. We note that X,, o is equal to

n,5,q,X° )
LWE™ and X, is equal to R™.

n,8,4,X
Lemma 1. For j & {0,1,...,m — 1},

Pr[D(A,y) = 1|(4,y) + X ;]
= Pr[D(A,y) = 1|(A,y) < Xin,j+1]

> —
m

holds.
Proof. From the definition of the distinguisher Up,

PI‘[D(A, y) = 1|(A7 y) — EWg:Lns ,q, X}

—Pr[D(A,r) =1|(A,y) + R™]
> €

holds. From the triangular inequalities,

Pr[D(A, y) = 1|(A,y) « LWE™

nsqx]

—Pr[D(4,y) = 1|{(4,y) + R™]

Ms

: (P [(Ay)—1|(Ay)<—Xml]

- PI‘[ (Aa y) = 1|(A7 y) <~ X7rL,i+1])
holds. Therefore,

PI‘[] = Z](PI‘[D(A, y) = 1|(Aa y) A Xm,i}
- PI‘[D(A,y) = 1‘(A7y) A Xm,iJrl])

:%mwmm:u%me&m
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—Pr[D(A,y) = 1|(A,y) + Xm.it1))

€
> —
m

holds. O

Lemma 2. There exists a unitary operation Up
using (Up,|aux)) once, it satisfies for j & Zq,
Lp—jo1 « LWETIL R « R, a & 7,

m—j— 8,4, ?
c & Zy, € <+ x and T & Zg \ {c}, the

last register of Up|Lpy—;-1,(a,c+ e), R;)|aux) |0) |0)
is measured in computational base, yielding the value

P(Lp—j-1,(a,c+e), R;), then
1
Pr|P(Lp—j—1,(a,c+e),Rj)=a-s]| > -+ ———
[ ( Jj—1 ( ) ]) ] q (q—l)m
holds.
In the following, if the last qubit of
Up [Lim—j-1,(a,c+e), Rj) 4 [aux) [0) 0)

is measured in computational base, we denote this as
P(Ly—j—1,(a,c+e),R;).

Proof. Up |Lym—j—1,(a,c+e), R;) |aux) [0) |0) is a uni-
tary operation of the following procedure.

1. Compute (Up |(Lm—j—1,(a,c+e), R;)) |aux) |0)) |0).

2. Apply a control unitary operation as follows; if the
second-to-last register is in state |1), output ¢ to
the last register, else if it is in state |0), output
r # ¢ to the last register.

Let us analyze the behavior of Up. Since

Pr[P(Ly—j-1,(a,c+e€),R;)=a-sANc=a-s]
=Prlc=a-s|Pr[D(Ly—j-1,(a,c+e),Rj) =1lc=a- ]

1
=~ PrD(Lnj. Ry) = 1]
q

and

Pr[P(Lpm—j-1,(a,c+¢€),Rj)=a-sANc#a- ]
=Prjr=a-s](Pr[D(Lm—j-1,(a,c+¢€),R;) =0]
—Pr[D(Ly—j—1,(a,c+e€),R;)) =0Ac=ua-s])

= q%l{(l —Pr[D(Lyy—j—1,Rj41) = 1))

— é (1 — PI‘[D(L'm—j7Rj) = 1])}

holds,

Pr[P(Lm—j—la (a,che),Rj) =a-s
=Pr[P(Ly—j_1,(a,c+e),Rj)=a-shc=a- g
+Pr[P(Ly—j_1,(a,c+e),Rj)=a-sANc#a-s]

1
= ;Pr[D(Lm_j,Rj) = 1]

+ q_%{(l —Pr[D(Lp—j—1,Rj11) = 1])

1
~ (1 = Pr[D(Ly—j, Ry) = 1])}
1 1
=y + ﬁ(Pr{D(A, y) = 1(A,y) < X 4]
—Pr[D(A,y) = 1[(A,y) < Xm,j41])
S 1 n €
g (¢—1m
holds. The last inequality follows from Lemma 1. In
conclusion, we get
1 €
Pr[P(Ly_,_ R)=a- .
t[P(Lyp—j—1,(a,c+e),Rj) =a-s] > q+ (= Dm
(4)
O

Next, let’s consider the probability of outputting
a - s for a given input = when the random coins used in
the prediction algorithm is fixed. The following lemma
states that, when the random coins used in the predic-
tion algorithm is fixed, then the random coins are good,
in a seance that, the predictor predicts inner product
for significantly exceeds the % of inputs a € Zy, with
some probability. Define the U’ to be the same as the
one construct in Lemma 2, except for some variables,
such as j,L,R,c,e,r, are hardwired. The last reg-
ister of Up |Lyn—j—1, (a,c+€), R;) |aux) |0) |0) is mea-
sured in the computational basis, we denote this as
P'(a).

Lemma 3. U} is a (s, ﬁ)-pr@dictor with proba-

bility at least m over choice of the random coins.

Proof. A (s,ﬁ)—predictor satisfies the follow-
ing (5).
1 2e
PrlP'(a)=a-sla & 20> -+ ———— (5
P =a sl £ 2> L+ )
Define aset G = {(s, j, L, R, ¢, e, )|Inequality (5) holds}.
By the definition of G, when s & Ly, j ﬁ, L «

LWE™ i1

n,s,q,x ’
rd Zg \ {c}, then
Pr[P(L,(a,c+¢€),R) =a- s
=Pr[P(L,(a,c+¢),R)=a-sA(s,j,L,R,cer)eG]
+Pr[P(L,(a,c+e€),R)=a-sA(s,4,L,R,c,er) ¢ G|
2¢
3(g—1)m

R+ RJ and:v(iZg,cﬁZq and e + ¥,

1
< Pr[(s,5,L,R,c,e,r) € G] + p +
holds. From Lemma 2,

Pr[P(L,(a,c+¢€),R) =a- s >1+7



holds. Therefore

€

P j, L >
r[<s7]7 ,R7C7€,T)EG]_ 3(q71)m

holds. O

We next show a prediction-to-decision reduc-
tion, that is, the expansion version of the quantum
Goldreich-Levin theorem.

Theorem 1 (Expansion version of quantum Goldre-
ich-Levin theorem). Let g be a prime. If there is a
quantum (s, d)-predictor (Up,|aux)), then there is a
quantum algorithm that finds s with probability at least
(qq_—[sl)Q. 1t invokes Up and UTI'D once each and uses an
auziliary |aux).

Proof. We construct a quantum algorithm that finds s
using a quantum (s, d)-predictor Up.

We denote the state obtained by applying Up to
|a) |aux) |0) as follows,

Upla) [aux) [0) = > aayla) 1) la - s + ).

J€ZLq

First, prepare the superposition states

Z Z |7} |a) |aux) |0)

\/7 a€Zy relLy

through the predictor Up(apply the second to the last
register), multiply the last register by the first register
7, multiply the phase by w} according to the value of
the last register y, divide the last register by the first
register r(multiply r—1), pass the states through con-
jugate transpose of the predictor and we get the states

0) = JT

If we apply the states through conjugate transpose of
the predictor U}(apply the second to the last register),
multiply the second register by the first register(denote
this operation as M), and measure the second register in
Fourier basis, the probability of yielding s is the square
of the inner product of this state |¢) and

a ’I",j

¥)
= UPMTQFT Z ) |s) [aux) |0)
TEZ*
= UpMt >3 Wk ) |b) Jaux) [0)
V(g - 1 beZw reL}
= UpMT Z Z Wy @) 7Y |ra) [aux) |0)
Vv q o aEZ" rezy

S wr @t Dag; 1r) [a) [ag) la - s+ ) -

IEICE TRANS. FUNDAMENTALS, VOL.Exx-??, NO.xx XXXX 200x

<\/TZ @) ) |a) |aux>0>>

%Zw““w @) o) a5 +j)
q_ (l’l"j
Finally, we get
Pr[s is measured]
2
= [(¥]8)]
2
- qfl Zwm‘o‘aﬂ
a,r,j
2
1 2 1 2
= |—|agol + ——= —|cta,4
q"| 0] qn(q—l)gz;( asl")
2
1 1 1
()6
q q—1 q

(@Y

- (q - 1) '
The second equality follows by the fact that for all el-
ements j € Zy, j determines a bijection 7 +— rj on Z,
and it maps 0 to 0. This result is consistent with the
quantum Goldreich-Levin result where ¢ = 2 and is a
successful generalization. O

Theorem 2. Let g be a prime. If there is a quantum e-
distinguisher (Up, |aux)) for the decisional LWE,, 1, 4.y
problem, then there is a quantum algorithm that solves
the search L\WE,, 1, 4., problem with probability at least

4q°€3 . T -,
Tq—T)Fm3 Using Up and Uy, once each and an auziliary

|aux).

Proof. This theorem follows immediately from Lemma 3
and Theorem 1. O

We stress that Theorem 2 gives a quantum sample-
preserving search-to-decision reduction for the LWE
problem, i.e., we can find s with some polynomial prob-
ability with sample complexity m, where m is the num-
ber of instances required by the distinguisher to solve
the decisional-LWE problem. Next, we consider the
complexity of obtaining s with high probability using
this algorithm in the following section. We use this
algorithm as a basic building block of the amplified re-
duction algorithms.

3.2 Amplify the success probability

We show how to amplify the success probability of the
reduction algorithm given in Section 3.1. However, this
process increases query complexity and sample com-
plexity.

We only consider a uniform distinguisher. This
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means that the auxiliary |aux) is simply the computa-
tion space |0').

We propose an algorithm, Verify, that tests a can-
didate solution for the LWE problem. We first sample
(@i, Yi)icjom)) < EWE,?S};)X and construct Verify to
test a candidate s’ by simply checking that a; - s = y;.
Here, we present the case where the error distribution
is the discrete Gaussian distribution ¥, where o < %.

Lemma 4. Let x = U, where o < %,

struct an algorithm Verify using O(n) samples, and it
satisfies the following functionality (6) with probability
1 — negl(n) (resp. any desired constant 0 < p < 1)

we can con-

1 ifs’=s
0 ifs #s.
The description of the algorithm Verify that satis-
fies the conditions of (6) can be given as follows:
Initially, sample (ai,Yi)ie[en) < LWE," Upon re-

n,5,4,X"
cetving input s’ € Ly , Verify works as follows.

Verify(s') = { (6)

Verify(s') :

count =0
fori e {1,2,...,cn}

if |a; - 8" —yi| > &, add 1 to count

if count < 5 output 1

else output 0.

Proof. Let us analyze the probability that the Verify
satisfies the condition (6).

Let 8 = Pr[|x| > %](< %), 0= % —1.

Pr[Verify satisfies (6)]
= Pr[Verify(s) = 1 AVs' # s, Verify(s') = 0]
> Pr|Verify(s) = 1] - Pr[Vs’ # s, Verify(s') = 0]

> (1 —Pr[Verify(s) #1]) - [ 1 — Z Pr[Verify(s') = 1]

s'#s

782/3071, _cn

> (1— e ) (1= ("~ e #)
=1—negl(cn)

The third inequality follows from Chernoff bound.
Therefore, Verify satisfies (6) with probability 1 —
negl(n) for sufficiently large constant c¢. In addition,
by choosing ¢ to be sufficiently large, the success prob-
ability of the algorithm can be increased to any desired
constant level regardless of n. O

We can use this Verify to amplify the success prob-
ability of the sample-preserving reduction algorithm

by repetition. However, the success probability of
our reduction can be increased more efficiently by the
quantum-specific repetition technique “amplitude am-
plification [11]” than by simply judging the answer each
time. We define a unitary URgefiection, referred to as a
reflection oracle in the context of amplitude amplifica-
tion.

Definition 3. A quantum reflection algorithm is a
unitary operation UReflection Such that the following
holds (7)

UReflection=I—s)]0t) (s| (0| (7)
holds.

Lemma 5. We can construct a quantum algorithm
UReflection from Verify that satisfies the condition (6).

Proof. This lemma can be achieved by phase kickback.
From Lemma 4 there exists a verification algorithm sat-
isfying (6), then there exist an unitary operation such
that

ifr=sAy=0
ifr#svy#0

=) ly) 1)

2} [y) 0) ®)

Uverity ) [y) [0) = {
holds.

Consider the following quantum operation URrefiection-
When given |z) |y) |0), apply Uverity, multiply the phase
by (—1)% according to the value of the last register z
and apply UI/erify' We get — |z) |y) |0) when z = s and
y = 0 otherwise we get |x)|y)|0). This operator is

indeed a quantum reflection algorithm.
O

Theorem 3. Let ¢ be a prime and x = ¥, where
a < %. If there is a quantum e-distinguisher Up for
the decisional L\WE,, ., 4., problem, then there is a quan-
tum algorithm that solves the search LZWE,, s 4 prob-
7m) using Up and Ul O(%#)

times, where m' = m 4+ O(n).

lem with probability

Proof. Initially, s is chosen uniform random from Zg,
we get (A,y) < LWE, . and samples random coins.
From Lemma 1 and Theorem 2 we can construct a
quantum algorithm Ug using Up and U}rj once each,

and that satisfies

(sl Us 0 0 > 2L )

s 9(q — 1)*m?
with probability m over choice of s & Ly
(Ayy) « LWER, ,, and random coins.  From

Lemma 4 and Lemma 5 we can construct a verification
algorithm Verify (resp. a quantum algorithm URrefiection)
that satisfies (6) (resp. (7)) with constant probability
using O(n) samples of LWE,, s ¢.x-
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Assuming that Ug satisfies (9), Verify satisfies (6),
and URreflection satisfies (7), consider the following proce-
dure. The procedure is to compute

(=Us(1 = 10™)[0%) (0™] (0') UL Urefiection) *Uss |0™) |01,

measures states in the computational basis, test it by

Verify. As shown in [11], if this is carried out for a

suitably generated sequence of values of k, we can find

s with the expected total number of executions of Ug

and Ufg until a successful verification occurs is O(4*).

From the construction of Ug, we get the following con-
€

clusions. We can find s with probability Q(an) using

Up and UTD O(%F) times, and with sample complexity
m+ O(n). O

We remark that our reduction holds for a variety
of other error distributions. It simply requires that we
can verify from the samples whether it is the correct
answer or not given some input s’ € Zy. For example,
the verification algorithm for the case where ¢ = 2 and
the error distributed from the Bernoulli distribution is
given in Appendix A.

Next, we consider how we can raise the success
probability of our reduction algorithm to 1—o(1). Sim-
ply repeating the algorithm does not efficiently increase
the success probability. There are two reasons why we
cannot simply repeat the algorithm given in Section 3.1.

e Whether the predictor Up has desired prop-

erty(condition (5)) depends on the choice of s &
Zgy (see Lemma 1).

e And the amplitude amplification algorithm would
keep running until it finds s in time inversely pro-
portional to the advantage of Up.

We can overcome the first problem by re-

randomize the secret s. By sampling s* & Zy and
using (A,y) := (A, y+A-s*), easily follows that, (4, y)
can be regarded as the samples of LWE,, 444+ 4. The
second problem can be overcome by parallel computing.
For example, if we produce [%1 of predictors,
then there exist a predictor Up; that has advantage
S(qzﬁ with probability at least 1 — % If any part
of the parallel computation has an output that passes
the verification algorithm, it is the answer. Hence we
can find s with probability 1 — o(1) by computing in
parallel. This algorithm is described in the following
Fig. 1.

From Lemma 4, we can construct a verification al-
gorithm Verify that satisfies (6) with probability 1—o(1)
using O(n) samples of LWE,, 5 4. Hence, The above
algorithm has success probability 1 — o(1), invokes Up
(9(‘127":#) times, and using (’j(#) = (’)(@)4—
O(n) samples of LWE,, s 4. We get the following
corollary.

Corollary 1. Let ¢ be a prime and x = VU, where

IEICE TRANS. FUNDAMENTALS, VOL.Exx-??, NO.xx XXXX 200x

Reduction Algorithm with high success probability

Choose O(n) samples from LWE, s.q,x, and construct Verify.
fori:l,...,fg’ql%."'\ :
Choose m samples of LWE instances (A;, ;).
Sample a random vector s} < Zy,
set (A, y.) == (Ai,yi + A; - s7), and construct Up;
Construct Verify,; () := Verify(z — s7) and Uveriy,i-
Run the second reduction algorithm in parallel.
If there is a s; that passes the j-th verification test Verify,

then output s = s; — s;f.

Fig.1 Reduction Algorithm with high success probability

a < é. If there is a quantum e-distinguisher Up for the
decisional L\WE,, 1, ¢, problem, then there is a quantum
algorithm that solves the search LWE, .,/ 4 problem

with probability 1 —o(1) using Up and UTD O(qzm:%)

~ 2
times, where m' = O(¥2-).

4. Conclusion

In this section, we display the efficiency of our reduction
algorithms. We also give the comparisons listed in Ta-

ble 1. The sample-preserve one shows that we can find

63

s with a probability at least % and query com-
plexity 2. Compared to the previous sample-preserve
reduction by [21], it dramatically reduces query com-
plexity. The second algorithm give by Theorem 3 per-
forms amplitude amplification and has O(qi’znz) times
higher success probability than the sample-preserve
one, but the query complexity is O(*) times higher
and the sample complexity increases by O(n). We
stress that this trade-off is specific to quantum com-
putation. Additionally, we get the reduction algorithm
that has success probability 1 — o(1) with query com-

plexity O(‘fmz%) and sample complexity @(%)
Unfortunately, when amplifying the success probability
to 1—o(1), the advantage in the query /sample complex-
ity compared to classical reductions seems diminishes

and the distinguisher needs to be uniform.
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Appendix A: Search-to-decision reduction for

the LPN problem

We show that there is a quantum search-to-decision
reduction for the learning parity with noise prob-
lem(Table A-1). First, from Theorem 2 we immediately
obtain the following corollary.

Corollary 2. If there is a quantum e-distinguisher Up
for the decisional LWE,; im,2,Ber,, problem, then there is a
quantum algorithm that solves the search LWE,, 1, 2 Ber,

problem with probability at least 21767;33 using Up and UE
once each.

As in the case of the LWE problem, we can amplify
the success probability by constructing an algorithm
Verify that judges the solution.

Lemma 6. We can construct an algorithm Verify; py,
and it satisfies the followmg functzonalzty (A- 1) with
desired probability 0 < ¢ < 22

For all x € {0,1}",

) 1 ifz=s
Verify py(z) = {0 ifz+s. (A1)
(1) Proof of Lemma 6.
Initially, sample (A4,y) < LPN. o Where A €

{0,1}*" i a
(o - 7)) | = 00 ana y -

random Boolean matrix, [ =
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A-s®e is a noisy inner products, note that e € {0,1}!
is errors distributed from BerL. Upon receiving input
z € {0,1}"™, Verify; pn works as follows.

Verifyr py () :
if |lweight(A -z + y)

—ul| < (5 —ml
then output 1
else output 0.

Note that the function weight(-) outputs the Ham-
ming distance. If z = s, since A-x+e =y, A-x+y =e.
Since e is distributed from the Bernoulli distribution
BerL, E(weight(A - x + y)) = E(weight(e)) = ul. If
x # s, A-x+y is uniformly random, since A is sampled
uniformly random. Therefore E(weight(A-z+y)) = $1.
Let us analyze the probability that the Verify; p, sat-
isfies the condition (A-1).

Pr[Verify; p, satisfies (A-1)]

= Pr[Verify; pn(s) = 1 AVs' # s, Verify; py(s') = 0]

> Pr|Verify, pn(s) = 1] - Pr[Vs’ # s, Verify py(s’) = 0]
> Pr|Verify py(s) = 1]

x | 1= Pr|Verify, py(s') = 1]
s'#s

The second inequality follows from union bound, and
the third inequality follows from Chernoff bound. O

Corollary 3. If there is a quantum e-distinguisher Up
for the decisional LWEn,m,Q,BerM problem, then there is a
quantum algorithm that solves the search LWEn,m’,Q,BerM
problem with probability (%) using Up and UTD o=)
times, where m' =m+ O(n).

The proof of this corollary is given in the same way
as in Theorem 3.
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Table A-1 Comparison of the algorithms performance. n is a size of the LPN problem,
m is the number of instances required by the distinguisher to solve the decisional LPN
problem, € is the advantage of the distinguisher.
Success probability | Query complexity | Sample complexity | Classical/Quantum
(at least)
KS06[19] < o(gn) o(mrlan) Classical
ATIKO07(7] Q(%) (’)(72—22) m Classical
Cor.2 2176;33 2 m Quantum
Cor.3 Q35) o) m+ O(n) Quantum
decision reduction by Micciancio and Mol [21]. Their

Appendix B: Classical search-to-decision re-
duction for the LWE problem

B.1 A simple reduction

In this section we give a simple classical search-to-
decision reduction by [28]. It is based on the reduc-
tion given by Regev [26] and is useful for comparing
efficiency.

Definition 4. A (classical) algorithm D said to be a
e-distinguisher for the decisional LWE,, p, 4. problem if
|Pr[D(4,y) = 1]s ﬁ (0,1}, (A,y) « LWED,
Pr[D(A,r) = 1|4 & & 7| > € holds.
The algorithm described in Fig. A-1 solves the
search LWE,, ,,,v 4, Problem with probability 1 — o(1)
using D (’)(6 ) times where m’ = (’)("an).
tailed analysis, please refer to [28].

7q7x] B
men

For a de-

Classical reduction algorithm

fori=1,...,n:
forj=0,...,q—1:

for Il = 1,...,L:(§(%2):
Choose a fresh block of LWE instances (A, y;).
Sample a random vector ¢; < Z7",
and let C; € Z7"*™ be the matrix whose
i-th row is ¢;, and whose other entries are all zero.
Let Aj:= A+ Cj,and y) :=y; +J - .
Run the distinguisher D(Aj, b))

and let the output be called d;.

If maj(dy,...,dr) = 1 (meaning that the distinguisher
guesses LWE) then set s; = j.

Else, continue to the next iteration of the loop.

Output s = s7...5p
Fig. A-1

Reduction Algorithm with high success probability

B.2 Complexity of MM11 [21]

In this section, we give a brief analysis of the search-to-

search-to-decision reduction for LWE is shown via
search-to-decision reduction for the knapsack functions.
This induces a negligible fraction of loss in the success
probability. Let § be an advantage of the distinguisher.
From ([21], Proposition3.9 and Lemma3.4) the success

probability of the search-to-decision reduction for the

: : 5 35 w2
knapsack functions is £ where € > (dd(d* 1)) (2 - F)
and § is some notlceable such that 5 < 6.

the fact that d* > s and d < 2ms?,

Using

we have % =

Q(ﬁ) Substituting ¢ for s, we get the success prob-
ability of their search-to-decision reduction for LWE
Q(m%(#) — negl(n).

In ([21], Lemma3.4), they use Significant Fourier
Transform [4] with 7 = &, N = |ZL.| and ||f]2 =
Ifllo = 1. The running time of Significant Fourier

Transform is at most ©(log N(m)l's( ”];H;" )2 lg i) for

0 = ©(min{r, /7, ”f,, }) and jo = 1/0((15 )15 10g ),
Substituting 7 = &, N = d*m and ||f]2 = || flle = 1,
we get @(logN(‘ ‘ )15(||f” )2lgi ) (7)(710%({{*1)).
Hence From ([21], Proposit10n3 9 and Lemma3.4), the
query complexity of the search-to-decision reduction
for LWE is O(12m0(1) = O™y where d*
is some polynomial such that d* > q.
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