IEICE

TRANSACTIONS

on Information and Systems

DOI:10. 1587/transinf. 2024EDL8046
Publicized:2024/08/20

This advance publication article will be replaced by
the finalized version after proofreading.

A PUBLICATION OF THE INFORMATION AND SYSTEMS SOCIETY

-. The Institute of Electronics, Information and Communication Engineers
I Kikai-Shinko-Kaikan Bldg., 5-8, Shibakoen 3 chome, Minato-ku, TOKYO, 105-0011 JAPAN



IEICE TRANS. ??, VOL.Exx-??, NO.xx XXXX 200x

[LETTER

Practical APT Group Hash Unit Profiling Framework Using TTPs

SUMMARY  With the rise of cyber threats, identifying APT groups be-
comes increasingly crucial for enterprise security experts. This paper intro-
duces a comprehensive framework for profiling APT groups, focusing on
Lazarus and APT29. It underscores the critical role of malware hash unit
profiling in contemporary cyber security efforts, aiming to fortify organiza-
tional defenses against evolving APT threats.

key words: APT Group Profiling, Cyber Threat Intelligence, APT29,
Lazarus

1. Introduction

Advanced Persistent Threat (APT) involves continuous and
covert hacking techniques primarily targeting governments
and corporations. To counter such threats, many organiza-
tions invest significant time and effort in APT tracking.

Despite research efforts to counter these cyber-attacks,
the infrastructure for large-scale events like the Tokyo
Olympics faced 450 million attempts[1]. It has been chal-
lenging to achieve meaningful results with conventional
APT tracking systems [2]. This difficulty is compounded by
the increasing number of APT groups and the evolution of
its tactics. Although it provides comprehensive statistical re-
sults, it does not show correlations between attack techniques
through in-depth analysis rather than just listing statistics [3].

Accordingly, this study provides various analysis of the
four factors to show how to derive meaningful content. Pre-
vious studies proposed a quantitative scoring framework re-
vealing APT cyber attacks usually have higher scores than
fileless attacks [4]. In this context, this study suggests sever-
ity scoring rather than quantative scoring of APT cyber at-
tacks using the integration of Tactics, Techniques, and Pro-
cedures (TTPs) datasets with the Common Attack Pattern
Enumeration and Classification (CAPEC) attack pattern es-
pecially Typical severity.

This paper proposes a framework that conducts various
statistics and analyzes each malware hash unit, which indi-
cates attack activities. We use the keword ‘unit’ to represent
statistics per a single hash. It introduces a practical frame-
work assigning score to each malware hash unit based on
tactics and techniques.

Transitioning from an operation-based to a hash-based
profiling framework allows precise measurement of the risk
levels of APT behaviors. This shift enhances risk assess-
ment accuracy and allows for a more systematic approach
to security threats. The proposed framework, built on pub-
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lic datasets and verified for performance, can be utilized by
various organizations. This framework can help organiza-
tions better understand and mitigate the risks associated with
APTs by providing a more granular and comprehensive risk
assessment.

2. Proposed Framework

The proposed framework comprises three main components:
Malware Hash, Automation System, and Analysis Sys-
tem.

2.1 Overview
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Fig.1  Model structure of the proposed framework.

Fig.1 illustrates our system model, which is divided into
an automation system and an analysis system. The analysis
system examines three key elements related to the analysis
of data specifically extracted from an open site, VirusTotal
[5]: i) TTPs Group Features based on the usage frequency
statistics of Technique IDs’ monthly occurrence statistics.
ii) Technique Change derived from Technique ID monthly
occurrence statistics. iii) Activity Period and Attack In-
fluence is analyzed using TTPs-based hash unit attack risk
statistics.

2.2 Malware Hash

To achieve information related to Lazarus, we extracted mal-
ware hashes from 607 issues occured in 2023 on Lazarus.day
[6], a community-based website that shares information
about Lazarus. This site stores hash values discovered in re-
lation to attacks. As for APT29, hash values were extracted
from the Apt malware dataset on GitHub [7].

2.3 Automation System

The automation system comprises two stages: Extraction
and Statistics, facilitated by code utilizing publicly available
data. The collection of data and statistics are each performed
in the ‘Extraction’ and ‘Statistics’ stages.

2.3.1 Extraction
Extraction 1: MITRE ATT&CK Tactics and Techniques
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The first type of data extracted is MITRE ATT&CK
Tactics and Techniques, available from Virustotal. If the
malware hash value in VirusTotal is input, the information
of MITRE ATT&CK Tactics and Techniques is shown on
the ‘BEHAVIOR’ page. This dataset was collected by web-
crawling.

Extraction 2: Malware Hash Unit Attack Risk Scoring
The threat level of the malware hash is measured auto-
matically by using a scoring algorithm associated with TTPs.

> score;
SCOI€technique = Wractic X IT (D
SCOr€hash = Z (scoreechnique,i) 2

Briefly explained, the algorithm flow measures the threat
score for a single hash. Among the several techniques, a sin-
gle technique score is calculated by extracting scores about
6 elements. This technique score is extracted by Eq. 1, and
the sum of all techniques is the risk score for the attack hash.
Then the sum is calculated Eq. 2. These processes are de-
scribed in Algorithm 1.

The hash input in the threat score calculation algorithm
extracts TTPs through VirusTotal. In Eq. 1, ‘score;’ refers to
the score for each element and ‘wy,ic” is the weight value of
the tactic for technique. ‘n’ is the number of the scores. Ad-
ditionally, the six scoring elements are as follows: Tactic,
Required Permission, Effective Permission, Supports, Re-
mote, Defense Bypassed, and Procedure Examples. The six
scoring method and weight value is described in Cho et al.,
‘An Apt Attack Scoring Method Using MITRE ATT&CK’
[8]where this is tabulated in Table 14 and Table 15.

Algorithm 1 Calculate Threat Score Hash

1: procedure CaLcuLATE THREAT ScORE HasH(hash_input)
2 hash_score « 0

3 techniques « extract_techniques(hash_input)

4 for technique € techniques do

5: technique_score «— weyctic X w

6 hash_score « hash_score + technique_score

7 end for
8 return hash_score
9: end procedure

Unlike the risk of APT attacks, which are assessed
based on operations, this paper aims to determine the over-
all risk of a group’s attack on a hash basis. This method is
more useful than existing methods for analyzing the attack
flow of APT groups. It also provides a lot of statistical basis
for predicting changes in future attack tactics.

2.3.2 Statistics

Statistics 1: Technique ID usage frequency statistics

In the ‘Extraction’ process, information from MITRE
ATT&CK Tactics and Techniques was utilized to conduct
statistical analysis. In these ‘Statistics’, the frequency of us-
age for each technique assigned to specific tactics is aggre-
gated based on data obtained during ‘Extraction’. The col-
lected frequency data is used to analyze the attack patterns of
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specific groups. According to the extracted dataset, statistics
for the top 20 techniques used most frequently were gener-
ated for each APT group.

Statistics 2: Technique ID Monthly occurrence statistics

Similar to ‘Statistics 1°, TTP extraction data is used for
statistical analysis. Dates were extracted based on the ‘first
submission’ in virustotal by hash units. With this, the statis-
tics were formed. In other words, statistics were generated
on how frequently the Top 20 techniques were used on a
monthly basis.

Statistics 3: TTPs-based hash unit attack risk statistics

In the ‘Extraction’ process, hash unit statistics are cre-
ated and calculated using Attack Risk Scoring information.
These statistics determine monthly trends in the risk scores.

3. Framework performance analysis

Based on the three extracted statistics, the framework perfor-
mance was assessed through analysis of Lazarus and APT29.

3.1 Analysis System

The analysis was conducted centered around three elements
pertaining to three statistics extracted from the automated
system. These three elements: TTPs Group Features (3.1.1),
Technique Change (3.1.2), and Activity Period with Attack
Influence (3.1.3), represent the results extracted through the
analysis of the corresponding statistics for each element.

3.1.1 TTPs Group Features

We examine three techniques in Lazarus and APT29.
Lazarus will be analyzed in the following.

Lazarus Tech_ID Frequency (Top 20)
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Fig.2  Frequency of use of the top 20 techniques of Lazarus.

The most frequent Technique ID in Fig.2 is T1497.
T1497 is a technique that detects systems operating in a vir-
tualization. In “AppleJeus Operation”, this technique in-
volves waiting a specified amount of time before download-
ing the second stage payload. And it is used in “Opera-
tion Dream Job”, using the GetTickCount and GetSystem-
TimeAsFileTime data collection tools.

The second most frequent T105S5 is used for the injec-
tion of malicious code into the memory space of a trusted
process. “Operation Dream Job” uses this technique to in-
ject malicious DLL libraries into victims by sending mali-
cious Docx. files containing fake job offers.

The fourth most frequent T1129 is used or executing
shared modules, including arbitrary payloads, on a victim
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system. This technique increases the success rate of the at-
tack itself. In “Operation Dream Job”, this technique is used
to collect victim information after infection.

APT29 Tech_ID Frequency (Top 20)

Frequency
¥ s 8 8 & &
o T——
> T

v DY QN O 5O IS o

SIICE S R $ &8P S Sy $

KRRLL GG AL gL H R o
R 9 9 S Gl
LR L L SAVN L

Fig.3  Frequency of use of the top 20 techniques of Apt29.

Next, we provide a detailed analysis of the attack tech-
niques employed by APT29. The most frequent Technique
ID in Fig.3 is T1082. T1082 is used for retrieving system
information. It is useful in a cloud environment, where au-
thenticated API calls can return data of the virtual machines.
“Operation Ghost” installed the FatDuke backdoor to col-
lect various system information. In the SolarWinds Com-
promise, APT29 checked available disk space.

The third most frequent T1083 involves file scanning,
allowing an attacker to gather file system data and shape their
subsequent actions. It has been used in cases such as “Op-
eration Ghost” and “SolarWinds Compromise” for directory
enumeration.

The fourth most frequent T1027 allows the attackers to
encrypt the system in transit, making executable files more
difficult to detect. An attacker can exploit command obfus-
cation to obscure commands executed in a payload. In “Op-
eration Ghost,” APT29 used steganography to hide a payload
within an image.

3.1.2  Technique Change

In this subsection, an analysis of attack samples is provided
along with the correlation of statistics from the past (2008
through 2015) through the statistics in Fig.4 and Fig.5. Es-
pecially, this paper focuses on the sub-techniques that have
the highest threat scores based on Algorithm 1. The attack
samples are by Lazarus in 2024, and APT29 in 2023 [9],
[10]. Sequentially, the technique changes of Lazarus and
APT?29 will be analyzed over time.

Lazarus Top 20 Tech_ID Frequency Over Time (Year-Month)
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Fig.4  Frequency of monthly use of techniques used by Lazarus among
the top 20 threat score techniques.

i) Analysis of 2024 Attack Samples

In 2024, Lazarus primarily used the DLL-Side Loading
technique (T1574.002) as their main attack method. This
technique places a legitimate application and a malicious
DLL in the same file path, causing the malicious DLL to op-
erate simultaneously. Specifically, this was mainly used in
the execution phase of the malware and the infiltration stage.

ii) Comparison with Past Statistics

It was noted that the DLL-Side Loading technique
(T1574.002) showed gradual use in 2020, with a total of 12
samples identified in the data. Although this technique is not
among Fig.4 used by Lazarus from 2018 to 2022, the over-
all statistical trend suggests it might become a favored attack
method for Lazarus in 2024. This analysis can help predict
future techniques Lazarus might employ and provide early
insights into shifts in the group’s primary attack methods.

Therefore, by analyzing the association between past
statistics and attack samples, it was confirmed that Lazarus
maintains consistency in their attack techniques over time
while gradually introducing new techniques.

APT29 Top 20 Tech_ID Frequency Over Time (Year-Month)
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Fig.5 Frequency of monthly use of techniques used by APT29 among
the top 20 threat score techniques.

i) Analysis of 2023 Attack Samples

APT?29 has been using the DLL-Side Loading tech-
nique (T1574.002) in the initial penetration stage in 2023.
They design the malicious DLL to operate synchronously
with the legitimate application by storing them in the same
file path. In a case where APT29 spread malware via a fake
vehicle ad targeting diplomats, the bmw.iso file used tech-
nique T1547.011. This involves exploiting Plist Modifica-
tion and Property List Creation within an iOS environment.

ii) Comparison with Past Statistics

In the analysis based on past statistical data (2008 to
2015), T1574.002 was found 15 times. This suggests that
APT29 is increasingly attempting to exploit cloud and legit-
imate softwares. Yet, T1574.002 did not make it to the list of
top 20 threat score techniques. This indicates that the group
still tends to lean on traditional techniques such as T1082 for
direct system information checks, hence its absence in Fig.4.

The persistent use of techniques like T1082 is clear. By
co-analyzing other statistical trends, analysts can better com-
prehend and anticipate shifts in attack patterns.



3.1.3  Activity Period & Attack Influence
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Fig.6 illustrates APT29’s score variation over time. Statis-
tics analyzed, drawing meaningful conclusions proved chal-
lenging. APT29’s scores remained relatively unchanged af-
ter 2013, due to the analysis of randomly limited hash values
collected. In contrast, meaningful insights were found about
Lazarus, with the provided access to security analysis arti-
cles. Organizations with thoroughly collected hash values
may overcome the limitations such analysis. Therefore, the
analysis in this section will focus solely on Lazarus APT.
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Fig.7 Change in threat score of Lazarus.

i) Threat Score Peak in 2020 and Actual Activities

According to Fig.7, Lazarus showed the first peak of its
activities from the end of 2019 to 2020. During this period,
the group was known to carry out the ‘AppleJeus Operation’.

ii) Analysis of Activities during the Peak Period

The Fig.7 results suggest the threat score peak in the
early 2020s is intertwined with the AppleJeus Operation.
In other words, the statistical peak has a direct correlation
with the intensity of the attack activities. Furthermore, from
January 2020, the scope of activities expanded even more.
Ultimately, the trend of threat score changes indicates the
probability of estimating the status of the attack behavior of
Lazarus. This provides significant assistance in predicting
future activities and establishing response strategies.

3.2 Insights from APT29 and Lazarus

The analysis of Lazarus revealed limitations in the pro-
posed framework. However, it also clarified insights into the
group’s preferred attack techniques and potential shifts. This
shows the initial analysis process of APT profiling with an
automated framework. It helps maximize efficiency and re-
fine the stages involved.
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The comparison between APT29 and Lazarus allows
to analyze current trends in attack techniques among APT
groups. For example, statistics from this two groups show an
increased use of the T1574.002 technique. This trend sug-
gests a similar adoption likelihood among other groups.

4. Discussion

This paper analyzed Lazarus and APT29, but encountered a
limitation: the omission of phishing techniques. This gap
is due to the specific software environments required by
document-type malicious codes, which obscure techniques
like spear phishing. Despite this, an automated framework
for the extraction and statistical analysis of TTPs was devel-
oped. This framework boosts analysts’ efficiency and offers
security professionals valuable insights. However, it also
highlights areas needing improvement, especially in detect-
ing phishing techniques and software-specific attacks. Ad-
dressing these gaps is crucial for more accurate attack pattern
analyses and effective response strategies.

5. Conclusion

The proposed framework for APT profiling demonstrated its
efficiency at an initial stage by analyzing two APT groups.
Furthermore, by creating a system capable of automation
from data collection to statistical extraction, this study has
significantly enhanced the efficiency of APT profiling. In
addition, a risk score was calculated for each hash and used
to allocate human resources and predict attacks by APT
groups.
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